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Abstract
Using machine learning models in critical decision-making processes has given rise to a call for algorithmic transparency. Model
explanations, however, might leak information about the sensitive
data used to train and explain the model, undermining data privacy.
We focus on black-box feature-based model explanations, which
locally approximate the model around the point of interest, using
potentially sensitive data. We design differentially private local
approximation mechanisms, and evaluate their effect on explanation quality. To protect training data, we use existing differentially
private learning algorithms. However, to protect the privacy of
data which is used during the local approximation, we design an
adaptive differentially private algorithm, which finds the minimal
privacy budget required to produce accurate explanations. Both
empirically and analytically, we evaluate the impact of the randomness needed in differential privacy algorithms on the fidelity of
model explanations.
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1

Introduction

Algorithmic transparency for black-box algorithms in high-stakes
domains is a foundational element of trustworthy machine learning [19, 23]. This has given rise to methods that offer additional
information about the underlying algorithmic decision-making process, attempting to answer the question: what induces the model
to offer a particular prediction for a particular input data point? A
large class of model explanations is based on model-agnostic posthoc 1 feature influence measures, highlighting the most influential
features in the input data [6, 12, 13, 24, 31, 39].
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We focus on black-box model explanations based on local approximation [6, 16, 24, 31, 39, 41]. These methods generate an explanation for the point of interest by approximating the model around
it, using the model’s predictions on a set of data points (referred to
as the explanation dataset).
Offering additional insight about the models can pose significant data privacy risks, by leaking information about their training/explanation data, that can be exploited by inference attacks [34].
The model explanations are based on model predictions on explanation data. Even though these predictions are not directly revealed
to the adversary, they are used to generate explanations, which
may indirectly leak information, either about the data used to train
the model, or the data used to generate the explanation. While we
distinguish between the training data and the explanation data,
they are often the same or drawn from the same distribution (to
maximize the explanation fidelity). Therefore, a comprehensive
privacy protection with respect to all the used data is necessary.
Thus far, there has been little work on modeling the relation
between algorithmic transparency and privacy [13, 20, 34], and
on designing model explanations that protect data privacy. More
importantly, the negative impact of randomized differential privacy
algorithms on the fidelity of model explanations is not well studied.

1.1

Our Contributions

In this work, we propose a framework for generating differentiallyprivate model-agnostic post-hoc explanations for black-box machine learning algorithms. We focus on model explanations based
on local approximation [6, 16, 24, 31, 39, 41]. The objective is to
protect sensitive information in all the data used throughout the
process, including the training and explanation data, and to analyze
the impact of privacy on explanation quality.
Information leakage about the training data has to be protected
via differentially private (DP) model training [1, 7, 10], or the predictions need to be obtained through a DP mechanism [15]. Otherwise,
an adversary who observes model predictions can extract private
information, e.g. via membership inference attacks [35]. DP training
guarantees that the black-box model explanations do not leak any
further information about the training data2 . In fact, Theorem 4.3
shows that for an (ϵ, δ )-differentially private model, the output of
our explanation algorithm is (ϵ, γδ )-differentially private for γ < 1
with respect to the training data. Hence, our private explanations
leak strictly less information about the training dataset compared
to model predictions. This implies that any training membership
inference algorithm that relies on our private model explanations
can be outperformed by a membership inference algorithm that
relies only model predictions (See Theorem 3.2 and Theorem 4.3).
2 This

is due to the post-processing property of differential privacy. Any further computation of differentially private computations does not reveal any further information
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To protect information leakage about the explanation data via the
explanation process, we propose a framework for generating differentially private model-agnostic post-hoc explanations for black-box
machine learning algorithms. The main challenge that we solve is
to minimize the total privacy loss, over all explanation requests,
while maintaining a high explanation quality. We propose an adaptive differentially private explanation algorithm to approximate
the underlying black-box decision model. We utilize the previously
computed DP explanations effectively, to significantly reduce the
spending of the privacy budget on new queries. We achieve this
by selecting a better initialization point for our underlying optimization algorithm using the explanation history. To further reduce
the total privacy loss, we design an algorithm that achieves a DP
explanation by determining the number of optimization iterations
required to minimize the privacy budget. This significantly reduces
the privacy loss of explanation data for achieving high fidelity explanations. We show that our DP explanation algorithm amplifies
the privacy of the differentially private training algorithm.
The protection of sensitive data with certified differential privacy
comes at the cost of explanation quality. The imposed randomness
of differential privacy algorithms might reduce explanation fidelity,
as it increases the uncertainty of model predictions and local approximations. In the experimental section 5, we analyze the implication
of privacy on explanation fidelity.

1.2

Related Work

Shokri et al. [34] show that various types of model explanations, including post-hoc methods, leak a significant amount of information
about their training data. Some feature-based model explanations
which depend on model parameters [3, 5, 36, 37, 41], can further
increase their privacy vulnerabilities with respect to white-box
inference attacks [29].
To the best of our knowledge, there is only one method, QII, that
provably provides differentially private black-box post-hoc model
explanations [13], protecting the explanation data. QII introduces
Shapley value based model explanations, which have become a
popular model explanation framework [24]; thus, their guarantees
naturally translate to any Shapley-based model explanation. Datta
et al. [13] bound the sensitivity of computing QII with respect to
the explanation dataset, and propose an interactive differential privacy mechanism to protect the explanation dataset. Their method,
however, is computationally intractable, and does not optimize the
privacy budget over multiple queries. Furthermore, Datta et al. do
not analyze the privacy-quality tradeoff of their framework.
Although we exclusively focus on black-box explanations, a
complementary approach is to train a privacy-preserving, interpretable model. Recent work proposes constructing differentially
private locally linear maps during training [20]. The model is a linear combination of multiple differentially private logistic regression
algorithms. This can provide privacy-preserving model explanations for simple machine learning tasks (which can be modeled with
compositions of linear functions). Furthermore, the algorithm can
be significantly improved by using better DP algorithms [9], and by
optimizing the spending of the privacy budget to obtain more accurate explanations. Harder et al. [20] do not provide any theoretical
or empirical analysis of the fidelity of model explanations.
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As a separate threat, model explanations can also magnify the
risks of model reconstruction attacks [27], which allow the adversary to reconstruct model parameters. Protecting against such
attacks, however, not the focus of this paper (and DP algorithms in
general).

2

Problem Statement

Consider a model f D : Rn → R trained on a training dataset D.
We assume black-box access to the model f , i.e., given a point x,
®
we can obtain the predicted label for x.
® Our goal is to generate a
post-hoc model explanation for any given point of interest z® (PoI)
explaining the decision made by model f D .
In the black-box explanation setting, explanation algorithms
do not have any access to the model parameters or hypothesis
class of the underlying model f D . Thus, the only way such explanation algorithms can access the model’s behavior is through its
predictions. Therefore, numerous existing post-hoc explanation algorithms in the black-box setting use datasets labeled by the model
f D to approximate the model behavior and generate model explanations [2, 6, 12, 13, 16, 22, 24, 31, 32, 39, 41]. We refer to this dataset
as the explanation dataset X = {(x 1 , f D (x 1 )), . . . , (xm , f D (xm ))}.
We further refer (black-box) model explanation of datapoint z® as
ϕ(®
z , X, f D (X)). To reduce the clutter, we denote explanation of z®
as ϕ(®
z ) whenever it is clear from the context.
It is a very natural assumption that the explanation dataset follows the same distribution as the training dataset, and thus warrants privacy protection. Early proposals for model explanations,
including LIME [31], QII [13], Int-GRAD [41] and LPR [28], sample random points around the PoI (known as perturbations) as
the explanation dataset. Such explanation datasets are consists of
out of training distribution datapoints. However, models’ behavior
can be meaningless on points outside the training data distribution, and using them as an explanation dataset might result in
low fidelity explanations [11, 21, 40]. Another reason to choose
in-distribution explanation data is providing model explanations
that are resilient to (adversarial) noise. Recent works show that the
explanations generated by LIME and SHAP are unstable and easily
manipulatable, as they rely on the model behavior outside the data
manifold [38]. Other recent works show that SHAP, Int-GRAD, and
LPR are unstable due to off-manifold perturbations [4, 17]. Thus,
most recent black-box model explanations use the training data or
samples from the training data distribution, as their explanation
dataset (see survey [19]). Hence, the explanation dataset contains
information about actual data records rather than randomly generated (off-manifold) data points. Therefore, information leakage
from the explanation dataset is a concern when explaining models’
behaviour.

2.1

Privacy Risks of Black-box Explanations

We assume that an adversary queries the model f D with a sequence
of data points z®1 , . . . , z®k and requests explanations for the model’s
decisions. The adversary observes explanations on the queried data
points ϕ 1 (®
z 1 ), . . . , ϕ k (®
zk ). Allowing access to model explanations
offers a new avenue for adversarial behavior. Given the obtained
explanations, the adversary can reconstruct sensitive information
about the explanation data X = {(®
x 1 , f D (®
x 1 )), . . . , (®
xm , f D (®
xm ))},
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since the explanation algorithm performs computations on the
explanation dataset to generate explanations. Moreover, the explanation algorithm relies on the labels (predictions) by the model f
on the explanation dataset f D (®
x j ) to generate explanations, and
f D (®
x j ) contains information about the training dataset D. Hence,
the adversary can potentially reconstruct sensitive information
about the training dataset D. Standard attack models assume access to model predictions as an avenue to access D [35], thus we
focus on the mitigating the additional information leakage due to
the adversary observing model explanations. Indeed, Milli et al. [27]
and Shokri et al. [34] show that access to model explanations places
significantly more predictive power at the hands of an adversary.
Our objective is to design and analyze algorithms that can provably protect the privacy of training and the explanation datasets
against inference attacks that exploit explanations. We analyze
privacy-preserving black-box explanations based on two major criteria: differential privacy loss, and utility loss of model explanations
due to privacy. In other words, we want to have explanations that
are both private and good.
Model explanations preserve privacy if they do not change much
when we add a single datapoint to the explanation/training data.
A model explanation ϕ(·) is (ϵ, δ )-differentially private [14], with
respect to the model’s training data, if for any explanation dataset
X, for any sequence of PoIs (queries) z®1 , z®2 , · · · , z®k , any two neighboring training sets D and D ′ (i.e. ones who differ by a single
point), and any subsets S 1 , . . . , Sk ⊆ Rn , we have:
Pr[ϕ 1 ∈ S 1 , ϕ 2 ∈ S 2 , · · · , ϕ k ∈ Sk ] ≤ eϵ · Pr[ϕ ′1 ∈ S 1 , ϕ ′2
∈ S 2 , · · · , ϕ ′k ∈ Sk ] + δ,
(1)

where, ϕ i = ϕ(®
zi , X, f D (X)); ϕ ′i = ϕ(®
zi , X, f D ′ (X)) for all i. We
can define similar guarantees with respect to the explanation set,
by following (1) for two neighboring explanation datasets X and
X ′ , where ϕ i = ϕ(®
zi , X, f D (X)), and ϕ i′ = ϕ(®
zi , X ′, f D (X ′ )).
Post-hoc explanation algorithms have no control over the model
parameters or the training process. Hence, no post-hoc explanation
algorithm can mitigate membership inference attacks on the training dataset that use information flow through model predictions.
Therefore, our goal is to minimize any further information leakage
of the training dataset through model explanations.
The explanation dataset X can be protected by making model
explanation generation algorithms differentially private: these algorithms directly use the explanation dataset X. However, the randomization introduced to achieve differential privacy negatively
impacts explanation fidelity. Our goal is to maximize the accuracy
of privacy-preserving randomized model explanations.
We emphasize that the differentially private training of f does
not protect the explanation dataset X, since explanation algorithms
perform computations directly on the explanation dataset. Therefore, in order to protect the explanation dataset, we must ensure
that explanation computations are conducted in a differentially
private manner.

3

Differentially Private Model Explanations

In this work, we focus on feature-based model explanations: ϕ(®
z)
is a vector in Rn , where ϕ i (®
z ) measures the effect that the i-th
feature has on the predicted label f D (®
z ). The model f D is trained
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on the dataset D in a differentially private manner with privacy
ˆ δˆ). We omit the D subscript when it is clear from
parameters (ϵ,
context. As previously mentioned, we focus on local linear model
approximations in a region around the PoI z®. The objective of such
explanation methods is to find a linear function ϕ, centered at
a PoI z®, that minimizes the local empirical model error over the
explanation dataset X. We define the empirical local loss of ϕ, over
X labeled by f , as
L(ϕ, z®, f (X)) ≜

1 Õ
α(∥x® − z®∥)(ϕ ⊤ · (®
x − z®) − f (®
x))2 ,
|X|

(2)

x® ∈X

where, α : R+ → R+ is a weight function. For simplicity, we sometimes denote loss function as L(ϕ, z®) whenever it is clear from the
context. We find a local explanation that minimizes L(ϕ, z®, f (X))
within some region C. We set C to {ϕ : ∥ϕ ∥2 ≤ 1}. An optimal
model explanation is thus one that minimizes loss around the PoI.
ϕ ∗ (®
z , X, f (X)) = arg min L(ϕ, z®, f (X))

(3)

ϕ® ∈ C

We shorten ϕ ∗ (®
z , X, f D (X)) to ϕ ∗ (®
z ) whenever it is clear from the
context. The weight function α is a decreasing function in ∥®
z −x® ∥: in
other words, we reward explanations that correctly classify points
closer to z®. For example, in the LIME framework, α takes a value of
0 for any points x® ∈ X that is more than a certain distance away
from the PoI z®. Indeed, LIME, and several other model explanation
frameworks can be cast in the language of our framework.
ˆ δˆ)We note that any post-hoc model explanations for an (ϵ,
ˆ δˆ) DP for the training
differentially private model f also satisfy (ϵ,
dataset D due to the post-processing property of the differentially
private mechanisms [14].
In order to protect the explanation dataset X, we compute a
differentially private model explanation ϕ Priv (®
z , f (X)) for a given
PoI z® by minimizing Equation (3) within the convex set C via a
differentially private gradient descent algorithm described in the
DPGD-Explain() procedure (Equation 4). The procedure uses the
Gaussian mechanism [14] in each iteration to guarantee differential
privacy for the explanation dataset.
In order to bound the privacy loss, we first need to bound the
global sensitivity of the gradient of the loss function ∇L(·). Thus,
we need to choose from a family of decreasing weight functions
α(·) that result in a bounded sensitivity for ∇L(·), required by our
DP mechanisms. In Lemma 3.1 characterizes a family of weight
functions offering such a guarantee.
Procedure DPGD-Explain(ϕ, σ ,T ) :
ϕ {t } ← ϕ

fort = 1, . . . T − 1do :



ξ t ← ϕ {t } − η(t) ∇L(ϕ, z®) + N (0, σ 2 I)
ϕ {t +1} ← arg min ∥ϕ − ξ t ∥

Return :ϕ

T

ϕ ∈ C2, 1

(4)

Lemma 3.1 (Conditions for Bounded Sensitivity for ∇L(·)).
Given an explanation dataset X of size m, a neighboring dataset X ′ ,
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Utilization of the Privacy Budget for Explanation Dataset Given a
sequence of explanation queries, z®1 . . . , z®k , we fix the total privacy
budget for explaining all queries to (ϵ, δ ). Moreover, we fix the
privacy requirement for each individual query to be (ϵmin , δ min )
to ensure that no particular query leaks too much information.
Hence, if an explanation algorithm explains z®1 . . . , z®k queries then
we require that it does not leak too much information globally, i.e.
that

a PoI z®, and ϕ ∈ C, we have that

c
∥∇L(ϕ, z®, f (X)) − ∇L(ϕ, z®, f (X ′ ))∥2 ≤ (
m
iff α(∥x® − z®∥) ≤ 2 ∥ x® −®z ∥ ( c∥ x® −®z ∥ +1) for every x,
® z® ∈ Rn .
2

2

Proof. We first note that
2 Õ
∇L(ϕ, z®, f (X)) =
α(∥x® − z®∥)(ϕ ⊤ (®
x − z®) − f (®
x))(®
x − z®)
m
x® ∈X

Now, for α(∥x® − z®∥) ≤ 2 ∥ x® −®z ∥ ( c∥ x® −®z ∥ +1)
2
2
L(ϕ, z®, f (X)) − ∇L(ϕ, z®, f (X \ {®
z }))∥2

and any z® ∈ X, ∥∇


2
α(∥®
z − x® ∥) (ϕ ⊤ (®
x − z®) − f (®
x)
m

c
2
z − x® ∥) ∥ϕ ∥2 ∥x® − z®∥2 − f (®
x) ≤
≤ α(∥®
m
m
all inequalities are tight,which concludes the proof.

Pr[ϕ 1 ∈ S 1 , ϕ 2 ∈ S 2 , · · · , ϕ k ∈ Sk ] ≤ eϵ · Pr[ϕ 1′ ∈ S 1 , ϕ 2′

∈ S 2 , · · · , ϕ k′ ∈ Sk ] + δ,
and that for every query z®j ,

Pr[ϕ(®
z j , X, f D (X))] ≤ eϵmin · Pr[ϕ(®
z j , X, f D (X ′ ))] + δ min .

≤

□

Lemma 3.1 characterizes all weight functions α(·) for which the
sensitivity of the gradient ∇L(ϕ, X) is bounded. We define the
family of desirable weight functions as F (c, z®) :=


α(·) is non-increasing and
.
α(·) : ∀®
c
x ∈ Rn , α(∥x® − z®∥) ≤

We aim to design an explanation algorithm that explains as many
queries as possible given the privacy budget, while maintaining
provable quality guarantees.
Error in Private Approximation We measure the error caused by
randomness added when privately minimizing L(·) for protecting
X as the expected deviation of the randomized explanation from the
best local approximation. More formally, we define approximation
loss as
E(ϕ, z®, f (X)) ≜ E [L(ϕ, z®, f (X))] − L(ϕ ∗ (®
z , f ), f (X)).

2 ∥ x® −®
z ∥( ∥ x® −®
z ∥+1)

In Section 4, we propose an efficient algorithm to explain a
sequence of quires using DPGD-Explain() procedure that optimizes
privacy spending for each query using an adaptive differential
private algorithm.

3.1

Evaluation Metrics

In order to protect the training and explanation datasets, we must
utilize randomized differentially private mechanisms during model
training and explanation generation; however, randomness introduced to achieve differential privacy might reduce the explanation
quality. To quantify these tradeoffs, we utilize the following evaluation criteria.
Information Leakage of the Training Datasets Given sequence
of queries, z®1 . . . z®k , we say that post-hoc explanation algorithm
ˆ δˆ)-differentially
is training data safe if for any underlying (ϵ,
private model f ,
Pr[ϕ(®
zi , X, f D (X)) : i = 1, . . . k]

˜
≤ eϵ̃ · Pr[ϕ(®
zi , X, f D ′ (X)) : ∀i = 1, . . . , k] + δ,

(5)

for any k < ∞, where, ϵ˜ ≤ ϵˆ and δ˜ ≤ δˆ and at least one of the
inequalities is strict. Intuitively, this definition simply states that
even if the adversary has access to model explanations, using them
in addition to model predictions offers no additional benefit. We
formalize this claim in the following theorem (whose proof is in
the Appendix-D).
Theorem 3.2 (Training Data Safe Model Explanations Leak
no Further Information about the Training Data). Let A be
a membership inference attack on the training dataset that adaptively
queries model explanations; if the model explanations are training
data safe, then there exists a membership inference attack A ′ that
queries model predictions, and performs strictly better than A.

4

(6)

An Adaptive Differentially Private
Algorithm for Model Explanations

In this section, we design an efficient differentially private explanation algorithm that protects the privacy of the explanation dataset,
explaining several queries while maintaining a low approximation loss defined in Equation (6). Given a sequence of explanation
queries z®1 , . . . , a total privacy budget (ϵ, δ ) and a minimum privacy
requirement for each query (ϵmin , δ min ), we design an explanation
algorithm that maximizes the number of queries explained without
degrading the approximation error.
We sequentially explain each query in a differentially private
manner, and use information from previously explained queries
to optimize our computation. When computing a model explanation for a new query, it is safe to use previously released information, as it was computed in a differentially private manner.
Our explanation algorithm is built upon this intuition and utilizes
previous queries (generated with privacy guarantees) to reduce
privacy spending. More formally, when we receive a new query
z®h+1 , our explanation algorithm extracts information from previously explained queries (®
z 1 , ϕ Priv (®
z 1 )), . . . , (®
zh , ϕ Priv (®
zh )) lowering
the privacy budget spending for the new query z®h+1 .
We utilize two key insights to reduce the privacy budget used.
First, if the underlying model f exhibits consistent behavior within
a local region, then model explanations for nearby points should be
similar. In other words, if we had already computed a model explanation ϕ(®
z ) for a PoI z® in some prior iteration, and are queried on a
nearby point v,
® we may as well release ϕ(®
z ) as the explanation for v®
without compromising on its quality. The second insight is that we
can ensure faster convergence of the DPGD-Explain() procedure
by selecting a better initialization point for the fixed noise injection
per iteration. With a better initialization point, DPGD-Explain()
requires less iterations to converge and spend less of the privacy
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budget. However, the process of selecting the initialization point
should itself be privacy-preserving; hence, we need to balance the
privacy budget required for finding a good initialization point, and
the potential savings obtained by faster convergence. The above
insights are used in our Adaptive Private Interactive Explanation
Protocol described in Algorithm 1.
Our algorithm optimizes a convex function, which offers several indicators for a “good” starting point. Ideally, given historical
queries, we would like to select a previous explanation ϕ Priv (®
zj )
minimizing ∥ϕ Priv (®
z j ) − ϕ ∗ (®
zh+1 )∥. However, it is difficult to bound
the sensitivity of minj ∥ϕ Priv (®
z j ) − ϕ ∗ (®
zh+1 )∥; thus, searching for
an initialization point results in a noisier selection process, requiring more undesirable privacy spending. As an alternative, we
adopt a greedy approach: we search for a past query z®j minimizing
∥∇L(ϕ Priv (®
z j ), z®h+1 )∥. The sensitivity of ∥∇L(ϕ, z®)∥ is bounded by
1 ) (as per Lemma 3.1), which allows us to efficiently search for
O( m
the optimal point while incurring minor privacy spending.

Algorithm 1: Adaptive DP for Model Explanation

1:
2:

√

Identifying Similar Points

5:

6:
7:
8:
9:
10:
11:

13:

In order to ensure that the process of finding similarly explained
points has bounded sensitivity, we employ a specific type
of weight
√
function α. Consider the weight function α for r = 2c+1−1
:
2
(
1,
if ∥x® − z®∥ ≤ r
α(∥x® − z®∥) =
c
,
else
2 ∥ x® −®
z ∥(1+ ∥ x® −®
z ∥)

This weight function assigns equal weight to all points x® ∈ X close
to the PoI z®, and decreases the weight for points further from z®
quadratically in their distance. This weight function (7) is bounded
by 1, and belongs to F (c, z®). Moreover, this weight function is
stable: it preserves the consistency of the local explanation in a
small region. The stable weight function assigns similar weights
to neighboring datapoints. (See Appendix C.1, Lemma C.1). This
property is highly desirable when the underlying black-box model
is consistent in local regions: it implies that the behavior of our
explanation algorithm is also consistent in local regions; this is
captured in Theorem 4.1 (proof in Appendix D).
Theorem 4.1. (Consistent Explanations in Small Regions) For
α(·) ∈ F (c, z®) described in (7), if ϕ ∗ (®
z ) ∈ arg minϕ ∈ C L(ϕ, z®, f (X)),
and ϕ ∗ (v)
® = arg minϕ ∈ C L(ϕ, v,
® f (X)) and ∥x® − z®∥ ≤ d ≪ r,
then L(ϕ ∗ (®
z ), v,
® f (X)) − L(ϕ ∗ (v),
® v,
® f (X)) < 8d + O(d 2 ). Moreover,
|L(ϕ, v,
® f (X)) − L(ϕ, z®, f (X))| ∈ O(d 2 ) for all ϕ ∈ C.

If the current queried point v® satisfies ∥v® − z®∥ ≤ d < r , and z® is
already explained in a differentially private manner, then Theorem
4.1 tells us that we can utilize the explanation for z® in order to
compute an explanation for v® without spending any privacy budget,
and with little approximation loss. However, this result only allows
us to save the privacy budget if the query v® is in the region of some
previously explained query z®.

4.2

14:
15:
16:
17:

(7)

Reusing Prior Explanations for a Better
Optimization.

Suppose that v® is not within a small region of z®, but the model
exhibits similar behavior around z® and v,
® i.e. ∥∇L(ϕ®Priv (®
z ), v,
® X)∥2
is sufficiently small. In this case, we can use the explanation of z® as

8T log δ
min

2 log(2.5T /δ min )
3: σmin =
m·ϵi t e
log T
4: d ← √
;
T

12:

4.1

Input: Queries {z®1, . . . } ∈ Rn arriving one by one, explanation
dataset X, privacy budget (ϵ, δ ), the minimum per-query privacy
loss (ϵmin, δ min ), and the number of GD steps T ;
H ← ∅, ϵspent, δ spent ← 0;
ϵi t e ← q ϵmin 2 ;
// Privacy budget to spend per iteration

18:
19:
20:

;

// Variance needed for Gaussian mechanism
// Distance bound required according to Thm. 4.1

for h = 1, . . . , ∞ do
if ∃®
z j ∈ H with ∥ z®h − z®j ∥ ≤ d & Flag(®
z j )= ⊤ then
ϕ Priv (®
zh ) ← ϕ Priv (®
z j );
// Use a nearby point (Thm. 4.1)
report: ϕ Priv (®
zh );
// Report explanation of z®h
H.append(®
zh : ϕ Priv (®
zh ),Flag(®
zh )= ⊥)
else
ϕ best , σ, T ′ ← Parameters-DPGD(®
zh , H,
ϵite, σmin, X, T );
ϕ Priv (®
zh ) ← DPGD-Explain(ϕ best , σ, T ′ );
Update ϵspent, δ spent ;
// via the Strong Composition Theorem
if ϵspent > ϵ or δ spent ≥ δ then
break;
// Privacy budget is exhausted
end
report: ϕ Priv (®
zh );
H.append(®
zh : ϕ Priv (®
zh ),Flag(®
zh )= ⊤);
end
end

an initialization point ϕ {0} for DPGD-Explain() when explaining
v.
® The selected initialization point ϕ {0} guarantees faster convergence to a high quality explanation for the query v,
® resulting in less
privacy spending. Theorem 4.2 (proof in Appendix D) shows that if
∥∇L(ϕ®Priv (®
z ), v)∥
® 2 is sufficiently small, then the gradient descent
method initialized with ϕ {0} = ϕ Priv (®
z ) converges significantly
faster when computing an explanation for v.
® We also bound the
number of iterations required in order to achieve same approximation error for our explanation compared to a random starting point,
as a function of ∥∇L(ϕ {0} , v,
® X)∥.
Theorem 4.2 (Number of Iterations). Let ϕ {0} = ϕ Priv (®
z)
be the initialization point given to the DPGD-Explain() procedure,
with ∥∇L(ϕ {0} , v,
® f (X))∥ = β. Given the DPGD-Explain() , if
√
√
1
max( nσ , β) ≤ (log1T )a for a > 12 , then forT ′ = max( nσ , β)1− 2a T ,


log T
the approximation error satisfies E(ϕ {T } , v,
® f (X)) ∈ O √
.
T

4.3

An Adaptive Explanation Algorithm

Using the insights of Theorem 4.1 and 4.2, we present an adaptive explanation algorithm (Algorithm 1). Algorithm 1 takes a total
privacy budget (ϵ, δ ), a minimum privacy required for each query
(ϵmin , δ min ) (the maximum information leakage allowed per query),
an explanation dataset X, a maximal number of iterations T (which
implicitly defines the explanation quality requirement), and adaptively generates differentially private model explanations for a
string of queries z®1 , . . . until it exhausts its entire privacy budget
(ϵ, δ ).
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Given the minimum privacy loss parameters ϵmin , δ min , we have
a lower bound on the variance of Gaussian noise σmin (the Gaussian
Mechanism [14]), added at each iteration, where ϵite is computed
using the composition theorem. This is the minimum variance
required to achieve the resultant δ parameter with at most δ min
spent per query.
At each query z®h , Algorithm 1 first inspects whether it has already explained some other data point z®j using the differentially
private gradient decent algorithm, such that ∥®
zh − z®j ∥ < d. If such
z®j exists, it outputs ϕ Priv (®
z j ) for z®h , spending none of the privacy
budget. The produced explanation is guaranteed to be sufficiently
accurate (Theorem 4.1). We note that if the explanation of z®j was not
computed from scratch (used explanation for some other z®j ′ ; j ′ < j)
then we cannot use the explanation of z®j for z®h because ∥®
z j ′ − z®h ∥
might be > d. This is taken care by Flag().
If there is no such z®j , then Parameters-DPGD selects parameters
for DPGD-Explain(). This procedure adaptively exploits previously
explained queries to ensure faster convergence with lower privacy
spending and lower approximation loss using Theorem 4.2. The
Parameters-DPGD procedure is explained in Algorithm 2. Given
the current explanation query, it picks ϕ Priv (®
z j ) with minimum
∥∇L(ϕ Priv (®
z j ), z®h )∥ as an initialization point for the gradient descent algorithm using a differentially private exponential mechanism [14]. It then computes the number of iterations required
depending on the selected initialization point according to Theorem 4.2.
Algorithm 2 spends ϵite privacy budget to choose the starting
point, however even if β = ∥∇L(ϕ Priv (®
z j ), z®h )∥ ≤ 1/logT we need
p
to run only β fraction of total iterations of the differentially private
1

gradient descent algorithm, saving at least a β 4 factor of the privacy
budget and offering a lower approximation loss (Theorem 4.2).

4.4

Training data safeness and Utility Analysis
of Our Explanations

Algorithm 1 is (ϵ, δ )-differentially private for the explanation dataset
X: all computations are privacy preserving, and respect the (ϵ, δ )
privacy budget.
ˆ δˆ)-differentially private with
As the black-box model f is (ϵ,
respect to the traning dataset D, by the post-processing property
of the differential privacy [14], explanations generated by our alˆ δˆ)-differentialy private with respect to the training
gorithm are (ϵ,
dataset as well. However, in Theorem 4.3, we show that our explanations strictly improve the privacy guarantees for the training
dataset. Therefore, our explanation algorithm is training data safe.
Theorem 4.3 and Theorem 3.2 imply that our explanations do not
offer information that can be used to design more powerful training
data inference attacks.
Theorem 4.3 (Training data safe explanations). Explanations computed by Algorithm 1 are training data safe. More forˆ δˆ)-differentially private
mally, given a training dataset D, if f is (ϵ,
ˆ γ δˆ)w.r.t. D, then the explanations computed by Algorithm 1 are (ϵ,
differentilly private for the training dataset, for some γ < 1. Moreover
if f is trained using a non-private training process, each explanation
is (O(mϵmin ), δ min )-differentially private for the training dataset.

Algorithm 2: Adaptive DP for Parameter Selection

1:
2:
3:
4:
5:
6:

7:

Input: z®h ∈ Rn , explanation dataset X, History H, privacy
spending for parameter selection ϵpara , and the number of GD
steps T , minimum variance σmin ;
Output: Input variables for DPGD-Explain() for the query z®h ;
Procedure Parameters-DPGD(®
zh , H, ϵpara, σmin, X, T )
if H == ∅ then
Arbitrary ϕ ∈ C2, 1 ;
return ϕ, σmin, T ;
else
ϕ best ← ϕ Priv (®
z j ) with


∥∇L(ϕ Priv (z®j ), z®h )∥
Pr ∝ exp − m · ϵpara ·
for z®j ∈ H
2
β ← ∥ ∇L(ϕ best , z®h ) ∥;


β
σ ← max √n , σmin ;

8:

10:

if

11:
12:

log √ 1

nσ

log log T ;
a > 21 then
√
1
T ′ ← ( nσ )1− 2a T ;

a←

9:

// Thm. 4.2

else
T′ ← T;
end

13:
14:
15:

end
return ϕ best, σ, T ′ ;

16:

Theorem 4.3 (proof in Appendix D) shows that our privacy guarantees with respect to the training set grow weaker as the size of
the explanation dataset m increases; this presents a natural tradeoff
between the amount of data used by the mechanisms generating
model explanations, and the privacy guarantees we can offer with
respect to the training data.
Theorem 4.4 (proof in Appendix D) shows that the approximation error for each explanation
computed by Algorithm 1 converges
√
at the rate of O(logT / T ). The previous analysis for private gradient descent in [7, 33] requires T many iterations for the same
σ for achieving the same level of E(ϕ Priv (z j ), z®j ). Therefore, even
p
if β = ∥∇L(ϕ Priv (®
z j ), z®h )∥ ≤ 1/logT we need to run only βT iterations of the DPGD-Explain() whenever better initialization is
found, which saves at least a log−1/4 T factor of the privacy budget.
Theorem 4.4. (Utility Loss) Let ϕ Priv (z 1 ), . . . ϕ Priv (zh ) be the output of theAlgorithm 1, then for all j = 1, . . . , h; E(ϕ Priv (z j ), z®j , f (X)) ∈
log T
√
T

. Moreover, for lower dimensional setting (m > n/ϵite ) and


√
1
T = m: E(ϕ Priv (z j ), z®j , f (X)) ∈ O log m/m 4
O

4.5

Early Termination and an Enhanced
Adaptive Algorithm Implementation

During the gradient descent optimization phase, if ∥∇L(ϕ {t } , z®)∥ ≤
√
nσmin , then Gaussian noise starts dominating ∇L(ϕ {t } , z®). This
domination by random Gaussian noise prevents further improvement in the loss function. Thus, the extra privacy budget spent
√
once ∥∇L(ϕ {t } , z®)∥ ≤ nσmin does not significantly improve approximation error; rather, it starts oscillating around the optimal
point, resulting in slower convergence/decrease in approximation
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loss. Therefore, spending any additional privacy budget offers no
√
benefits once ∥L(ϕ {t } , z®)∥ < nσ ; this observation is confirmed
in Appendix E.5 Figure 6.
This motivates us to define an unrestricted version of Algorithm 1, which maximizes possible savings by the initial point
1
via iterating for max{β 1− 2a T , 1} times on all queries, where a is
1
the solution to β = loga T . The main intuition behind this approach is that whenever Algorithm 1 finds an initialization with
√
β = ∥L(ϕ {0} , z®)∥ ≪ nσmin then increasing the number of iterations does not result in faster convergence as Gaussian noise
dominates: privacy spending in these cases offers little improvement in loss.
To implement the enhanced adaptive algorithm, we only change
√
Line 8 to T ′ ← β 1−1/2aT (instead of nσ 1−1/2aT ) in Algorithm 2
log 1/β
where a = log log T . We do not maintain a similar general theoretical
bound on the approximation error as in Algorithm 1; however,
we empirically analyze the performance of the enhanced adaptive
algorithm in Section 5 (see Figures 8 (in Appendix) and 2 for privacy
spending and approximation loss).

4.6

While Algorithm 1 makes good use of its privacy budget, it will
eventually exhaust it after explaining finitely many queries. At this
point, a system designer would be wise to replace X with a new set
of points, or risk information leaks. However, if this is not possible,
our framework can still offer a reasonable compromise. Once the
privacy budget has been exhausted, we have explained a sufficiently
large number of queries, and have gathered enough information to
generate explanations for new queries.
We propose a non-interactive phase for generating DP model
explanations, which takes H (history of the explanation queries)
— the output of Algorithm 1 — as input, and generates an explanation for new queries without spending any additional privacy
budget. The main idea of this approach is that if H contains enough
information about the black-box model then we can use the explanations already given to the user (adversary) and their own dataset
to explain additional queries. We construct a proxy explanation
dataset using the history H which contains explained datapoints
and their corresponding differentially private explanation. The
proxy explanation dataset is simply X ′ = {®
z 1 , . . . z®h : z®j ∈ H }, i.e.
the points queried by the user. Their labels are the corresponding
model explanations, linear approximations of the original model:
fˆ(X ′ ) = {ϕ Priv (®
z j )⊤ · z®j : j = 1, . . . , h}. Given a new query z®,
we generate a new query via a linear approximation of the black
box model around z® using X ′ and the corresponding differentially
private approximation fˆ(X ′ ). ϕ Priv (®
z , H ) :=

ϕ ∈C

Õ
z®j

∈X ′

α(∥®
z j − z®∥)(ϕ ⊤ · (®
z j − z®) − fˆ(®
z j ))2

Empirical Analysis

5.1

Non-Interactive Differential Privacy
Mechanisms for Model Explanation

arg min

5

We evaluate our model explanations on standard machine learning
datasets: census data (ACS13)3 and text corpus (IMDB/Amazon
movie reviews) [25, 30].
ACS13: We use a scrubbed version of the dataset used in [8] containing 1, 494, 974 records and predict income (> 50k$ vs ≤ 50k$).
We train a random forest classifier with 500 trees with maximum
depth = 10, which achieves 85% training accuracy and 84% test
accuracy. We use the entire datasset as an explanation dataset.
IMDB/Amazon Movie Reviews (Text dataset) [25, 30]: This
dataset consists of 8, 765, 568 movie reviews from the Amazon review dataset along with 50, 000 movie reviews from IMDB large
review dataset mapped to binary vector using the top 500 words.
Each movie review is labeled as either a positive (+1) or a negative
(−1) review. We use the entire dataset as an explanation dataset.
Facial expression dataset [18] This dataset consists of 12, 156
48 × 48 pixel grayscale images of faces. We train a CNN with two
convolution layers with 5 × 5 filters followed by max-pooling and
a fully connected layer, achieving training and test accuracy of 86%
and 84.3%, respectively. We use this dataset to demonstrate the
visualization of our explanations.

(8)

Interactive DP Model Explanation

We use our private explanation algorithm to generate private model
explanations for points in all datasets. We compare the explanations
we generate with existing non-private model agnostic explanation
methods. In the Text dataset, we generate differentially private
model explanations for 1000 randomly sampled datapoints (movie
reviews) from the dataset with strong privacy parameters ϵ =
0.1 and δ = 10−6 . We present a few examples in Table 2. The
explanations generated by our protocol agree with well-established
non-private model agnostic explanations: using LIME [31] and MIM
[39], we extract the top 5 most influential words. According to our
evaluation, our protocol and MIM share 2.6 of the top 5 influential
words on average, whereas our protocol and LIME share 3.9 words
on average, with a variance of less than 0.3 in both cases.
How does explanation quality degrade as we make our privacy
requirements more stringent? This can be visually observed for the
facial expression dataset 4 by generating explanation by Algorithm 1
with different ϵ values, and a fixed δ = 10−5 (Figure 1); Algorithm 1
generates explanations that appear meaningful with ϵ ≥ 0.07 and
δ = 10−5 .
We compare the estimated approximation loss algorithm defined in Equation (6) for different privacy parameters ϵ on 1000
randomly selected datapoints from the datasets. We compute the
mean ± variance value of the approximation loss for ACS13 and
Text dataset for ϵ = 0.01 and ϵ = 0.1 with δ = 10−6 (Table 1).
The approximation loss decreases as we relax privacy requirements
(this follows from Theorem B.1). We compute better explanations
for the Text dataset than the ACS13 dataset; this can be explained
√
by their different dimensionality (the n/m factor in Theorem B.1).
Í
1
1
Note that max L = 1 + m
> 1. It gives the idea of the
x® ∈X ∥ x® −®
z∥
magnitude of the approximation loss of explanations computed.
3 http://www.census.gov/programs-surveys/acs/

4 details

about the dataset can be found in Appndix E
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Table 1: Summary of mean ± Variance of loss in utility for each
dataset for explanation generated by Algorithm 1 (Theorem B.1).

Dataset
Face
Text
ACS13

POI

ϵ = 0.01, δ = 10−6

ϵ = 0.1, δ = 10−6

1.4 × 10−2 ± 4.3 × 10−3

2.2 × 10−3 ± 2.1 × 10−4

5.7 × 10−3 ± 1.3 × 10−3

2.6 × 10−4 ± 6.3 × 10−5

2.7 × 10−3 ± 7.8 × 10−4

= 0.015

= 0.075

4.3 × 10−4 ± 9.4 × 10−6

= 0.15

= 0.45

= 0.75

Figure 1: The effect of varying ϵ on explanation quality of Algorithm 1(In Appendix B). The color blue (red) indicates positive (negative) influence. Brighter colors indicate greater influence.

5.2

Saving Privacy Budget via Adaptive
Algorithm

We generate explanations for randomly sampled 4500 datapoints
from Text and ACS dataset using adaptive Algorithm 1, enhanced
adaptive algorithm (described in Section 4.5), and baseline nonadaptive algorithm (Algorithm 1 in Appendix-B). After explaining
4500 data points, we sample 4500 datapoints from Text and ACS
datasets and generate explanations via the non-interactive algorithm described in Section 4.
We run parallel composition [26] for our private explanations by
separately using the three disjoint explanation datasets to explain
three sequences of 1500 queries. We predefine the desired level
of loss guarantee; in other words, both model explanations must
achieve the same explanation quality, to ensure a valid comparison.
We set the per-query ϵ parameter to ϵ = 0.01 for the ACS13 dataset,
and to ϵ = 0.006 for the Text dataset. In both evaluations we set δ =
10−7 , and set the maximal number of DPGD-Explain() iterations
to T = 300. This upper bound is only reached for 94/4500 (73/4500)
queries for the Text(ACS13) dataset. In all other cases, the adaptive
algorithms were able to find a better initialization point. See Figure 7
in Appendix E for more details.
Interestingly, for the Text (ACS13) data, on average, over 1850
(2220) instances had a better initialization point, which failed to
√
satisfy the nσmin ≤ β condition, and thus had to proceed with
′
′
T = 91 (T = 95) (the minimum iterations theoretically required
according to Theorem 4.2. We note that this minimum T ′ improves
as we relax our privacy requirements (Theorem 4.2), allowing the
adaptive algorithm to save more of the privacy budget. The improved performance for the ACS13 dataset may be explained by
the fact that it consists of dense regions, as compared to the Text
dataset.
We analyze privacy spending and loss values (Equation 2) by
different algorithms in Figure 8 (in Appendix E) (ACS13) and Figure 2 (Text). The adaptive protocols spend most of their privacy
budget on the initial ∼ 100 queries; after they generate enough

information, they capitalize on it to explain the remaining queries
using a smaller per-query privacy budget.
Furthermore, the adaptive protocols achieve the same explanation quality as the non-adaptive protocol, while utilizing a much
smaller privacy budget (as predicted by Theorem 4.4). Figures 6 (in
Appendix) and 2b show that the Adaptive and Enhanced-Adaptive
protocols exhibit a similar distribution of loss values, with a significant difference in the privacy spending rate. This can be explained
by the dominance of Gaussian noise over the “good” initialization
point (See Appendix E).
Once Algorithm 1 explains 4500 queries, we use its output to generate additional explanations in the Non-Interactive Phase (without
spending any further privacy budget) for another randomly sampled 4500 datapoints for both datasets. The non-interactive phase
exhibits higher loss, but spends none of the privacy budget (Figure
2).

5.3

Tradeoffs between Training and
Explanation Data Privacy

Differentially private model training often leads to noisy regions
where the model behaves in an arbitrary manner. In such regions,
differently labeled data points can be uniformly distributed, potentially leading to extremely convoluted decision boundaries. Therefore, explaining the behavior of such models might result in more
privacy spending for protecting the explanation dataset.
To evaluate our hypotheses, we generate private explanations
1
1 ,f1
for models f D,0.5
, f D,2
on the same randomly sampled 500
D,10

1
datapoints for the IMDB dataset where f D,
denotes model trained
ϵ̂
ˆ We use the non-adaptive
on IMDB dataset with training epsilon ϵ.
Algorithm 1 described in the Appendix B, that does not utilize
past information to reduce privacy spending and satisfies similar
approximation loss guarantees, with ϵ = 0.1, δ = 10−5 and T = 200.
We further compute the approximation loss for each explanation
described in Equation 6.
We plot the histogram of the approximation loss in Figure 4(b)
in the Appendix and observe that the approximation error is signifi1
1
cantly higher for the model f D,0.5
where f D,10
has nearly optimal

1
approximation error. This reflects that f D,0.5
is more difficult to ex1
1
plain compared with f D,10 , and explanations for the model f D,0.5
does not converge to the optimal explanation in 200 iterations.

5.4

Directions to Additional Experiments

We refer the reader to Appendix E for additional experiments and
details about the datasets and models. Appendix E.2 analyses the
effect of differential private training via model explanations; Appendix E.3,E.4 highlights how data density and overfitting affect
model explanation quality; finally, Appendix E.5 shows the effects
of Gaussian noise on the convergence of the DPGD-Explain() procedure.

6

Conclusions

This paper provides a formal framework for achieving and analyzing differential privacy in model explanations. We highlight the
possible tradeoffs between fidelity of explanations and data privacy,
and show that sparse data regions might lead to poorer performance,

5.2

Saving Privacy Budget via Adaptive Algorithm

We generate explanations for randomly sampled 4500 datapoints from Text and ACS dataset using
adaptive Algorithm 1, enhanced adaptive algorithm (described in Section 4.5), and baseline nonadaptive algorithm (Algorithm 1 in Appendix-B). After explaining 4500 data points, we sample
4500 datapoints from Text and ACS datasets and generate explanations via the non-interactive
described
Model Explanationsalgorithm
with Differential
Privacy in Section 4.
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