Technical Solutions to Emotion Al’s Privacy Harms: A Systematic
Literature Review

Shreya Chowdhary
University of Michigan
School of Information
Ann Arbor, MI, USA
schowdha@umich.edu

Abstract

Emotion Al while contested for its validity, bias, and accuracy,
claims the ability to infer individuals’ emotions and other affec-
tive qualities. While proponents tout its potential (e.g., improving
well-being and productivity), critics raise concerns about its impact
on data subjects’ privacy. We conducted a systematic literature re-
view of scholarship that has explored technical solutions to address
emotion ATl’s privacy concerns, examining the underlying concep-
tualizations of data subjects (i.e., individuals subjected to emotion
Al), data, and privacy that motivated them. Findings reveal pat-
terns of 1) conceptualizations of data subjects as decontextualized
and flattened, 2) a heavy focus on the sensitivity of input data for
emotion Al systems while neglecting the sensitivity of output data
(i.e., emotion inferences), 3) conflating privacy with security and
4) viewing privacy as a burden to the development of large-scale
emotion Al systems. We argue these conceptualizations motivate
technical solutions which largely fail to address the full range of
emotion AI’s privacy harms. We discuss what a human-centered
and comprehensive conception of privacy would mean for emotion
Al development, concluding that while technical approaches can
address some privacy concerns, key privacy concerns persist.
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1 Introduction

Emotion artificial intelligence (emotion Al), rooted in affective com-
puting [126], claims to use data—as gathered through inputs such as
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facial expressions [47, 92], speech [81, 167], language [37], brain ac-
tivity [69, 93], gait [174], or other multimodal methods [1, 143]—to
generate inferences about individuals’ emotions. Emotion Al is used
across domains [87], including the workplace [18, 31, 80, 104, 139],
healthcare [6, 116, 137], cars [49, 94, 122], hiring [105, 138, 152], ad-
vertising [95], education [50, 83, 109, 133], and policing [127, 172].
Advocates laud emotion AI’s potential to improve societal chal-
lenges such as well-being [48, 90], safety [48, 73], and worker pro-
ductivity [19], fueling a market for emotion Al projected to reach
$42.9 billion by 2027 [106]. Although critics raise concerns about
emotion AT’s ethics [87] including issues with (in)accuracy [34], sci-
entific validity [23, 150], bias [79, 82, 151], and privacy [14, 46, 149],
there also exist efforts to mitigate these challenges (e.g., debiasing
emotion Al, addressing privacy concerns via technical methods)
[35, 71, 72]. In this paper, we examine how current scholarship
addresses emotion AT’s privacy concerns and implications thereof.

Emotion Al raises concerns around privacy given its collection
and generation of intimate information [44], often without mean-
ingful consent from individuals subjected to it (i.e., data subjects)
[42]. Researchers have called for emotion AI's regulation [22, 51],
considering emotion data as sensitive [14], or guidelines for re-
sponsible development [71, 110]. In response, computer scientists
have sought to address emotion AI’s privacy concerns, resembling
broader responsible Al development efforts [13, 64]. That being said,
the extent to which these efforts adequately address emotion AI’s
privacy concerns remains unknown. How research conceptualizes
"privacy” and associated concepts such as "data" and "data subjects"
shape technical efforts to mitigate privacy concerns. As such, our
investigation of approaches to addressing emotion AI’s privacy
concerns seeks to reveal these underlying conceptualizations. This
examination will help emotion AI developers and researchers con-
sider what may or may not be realistic goals in their development
of emotion Al that preserves privacy.

We conducted a systematic literature review of publications
aimed at addressing the privacy concerns surrounding emotion Al
(n = 61), revealing the successes and limitations of current state-of-
the-art technical approaches. To better understand these technical
approaches, we analyzed how this scholarship conceptualizes pri-
vacy and key concepts (i.e., data, data subjects). Findings demon-
strate that this scholarship seeks to address privacy concerns across
a wide range of domains and technical methods (See Table 1).

Our analysis reveals a pattern of superficial engagement with
data subjects and their corresponding privacy concerns. While most
papers viewed data used as input to emotion Al systems as sensitive,
surprisingly very few recognized the sensitivity of emotion AI's
output data (i.e., the inferences made about data subjects’ emotions).
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Further, we find papers to conceptualize privacy as 1) data security,
2) protecting information deemed to be private, and 3) burdensome.
The scholarship has leveraged these conceptualizations to address
three primary privacy concerns: the risk of input data exposure; the
potential for input data to be used to make sensitive inferences (e.g.,
personally identifiable information or emotion); and the potential
for emotion Al systems to enable surveillance.

We applaud researchers and developers for attempting to address
the privacy concerns invoked by emotion Al Still, our analysis
supports an argument for future emotion Al development to be
more critically grounded by 1) centering the existence of and con-
sequences to data subjects, 2) considering emotion inferences—not
just data used to make inferences—as sensitive, and 3) expanding
understandings and conceptualizations of privacy beyond secu-
rity or as restrictive to technological advancement. We suggest,
for example, that researchers could design against or even refuse
to design emotion Al These shifts would orient researchers and
developers towards alternative approaches to addressing emotion
AT’s privacy concerns.

2 Prior Work

While previous work has assessed the literature demonstrating
the promise and peril of emotion Al [87] as well as emotion Al's
ethical considerations [78], there has not yet been a systematic
investigation on the technical solutions to emotion AI’s privacy
concerns. Our work builds upon the existing critical scholarship
investigating emotion AI's privacy concerns [42, 136, 149-151],
focusing specifically on how computing scholarship uses technical
methods in an attempt to address emotion AI’s privacy concerns.

Of note, concerns around privacy of emotions were prevalent
long before the development of emotion Al In their foundational
1890 work establishing an individual right to privacy, legal schol-
ars Warren & Brandeis mention protection of "emotions" 12 times
[169]. They contend people should have a right to privacy over
their private emotions. Developing Al to make possibly inaccurate
emotion inferences [34] and attempting to expose inner feelings
represents a violation of privacy which Warren & Brandeis would
have urged against. In fact, qualitative scholarship establishes data
subjects are wary of significant privacy concerns resulting from
emotion Al [14, 42, 46, 139].

2.1 The Promise and Peril of Emotion Al

Emotion Al development has propelled partly due to claims that
it can enhance our understanding of people’s emotions more ac-
curately than self-report measurements. For example, Latif et al.
[88] suggest detecting emotions through speech patterns could
mitigate psychological distress. In education, information about
students’ emotional states has been shown to enhance academic
achievement and motivation [33]. Additional purported benefits of
emotion Al include addressing automobile safety [177], assisting
in criminal investigations [135], or creating more effective con-
sumer advertisements [112]. Even in entertainment, researchers
envision affect-aware video games which respond to players’ emo-
tions [164] and interactive chatbots that infer emotions through
human language [77].
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The excitement about emotion Al across industries is not with-
out concerns. Of note, most emotion Al systems rely on the Basic
Emotion Theory (BET) which identifies six emotions as encom-
passing the entire human emotional experience [54]. This theory
has been highly contested [23, 29, 89, 150]. As a result, scholars
have critiqued emotion AI’s accuracy [23] as well as the repre-
sentativeness and validity of its training data [108]. For example,
researchers have empirically shown emotion Al cannot accurately
and reliably detect emotions based on facial expressions [34, 79],
and can be biased across lines of gender [151], race [107, 145], age
[82] and disability [75, 107, 117] among others. Even if emotion
Al were to be accurate and free of bias, Ortiz et al. [123] argue its
potential to manipulate decision-making threatens civic dignity, a
concern echoed by emotion Al data subjects [14]. These concerns
call emotion Al proponents’ promises into question.

2.2 Privacy Concerns Associated with Emotion
Al

Privacy has emerged as a primary concern [123] across emotion
Al scholarship attending to its social and ethical implications [14,
108, 109, 113]. A key theme in this discourse is consent. Indeed,
emotion Al’s inconspicuous nature often results in nonconsensual
data collection [110], especially in contexts imbued with power
imbalances (e.g., the workplace [2, 42]). Researchers have also iden-
tified emotion data as sensitive [14], and suggest data subjects (e.g.,
workers [43, 46]) experience or anticipate a range of emotion Al
privacy concerns.

Despite emotion Al's documented privacy issues, computer sci-
entists and developers continue to push this technology forward.
Some motivate emotion Al development given its purported lack
of invasiveness in data collection, making it protective of privacy
[40, 163]. For example, Bethge et al. [26] argue emotion recognition
through audio and car speed, among other data points drawn from
the driver’s smartphone, are unobtrusive ways to predict emotion
compared to facial and speech recognition or body-worn physi-
ological sensors. Others similarly suggest that their emotion Al
systems’ data collection practices are unobtrusive, making their
systems protective of privacy [40, 163].

By contrast, some researchers have directly addressed emotion
AT’s privacy concerns. Latif et al. [87] posit it is possible to mit-
igate emotion Al’s privacy concerns by providing transparency,
requiring consent, engaging in ethical data sharing, and promot-
ing data ownership. Researchers have used a variety of technical
approaches to preserve privacy while developing emotion Al sys-
tems, including federated learning [30], differential privacy [24],
encryption [10], and data perturbation [156] (See Table 1 for more
information about these methods). Still, the extent to which these
approaches can address emotion AI’s privacy concerns—as seen
through existing scholarship—is unclear. To this end, we ask the
following research questions regarding researchers’ approach to
addressing the privacy concerns of emotion Al:

RQ1: How does this scholarship conceptualize (a) data subjects,
(b) data, and (c) privacy?

RQ2: What privacy concerns does this scholarship seek to ad-
dress?

RQ3: What technical methods does this scholarship use?
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3 Methodology

We conducted a systematic literature review of scholarship seeking
to address emotion AI’s privacy concerns using technical methods.
In Table 1, we briefly define relevant technical methods.

Data collection. Following Chancellor and De Choudhury [39]’s
process, we first defined our inclusion and exclusion criteria. This
study was part of a larger project about understanding technical
approaches to addressing ethical issues with emotion Al including
bias, accuracy, and privacy. For inclusion in this larger sample,
papers had to 1) be published between 2019 and 2024; 2) indicate a
focus on addressing ethical issues with emotion Al within the title or
abstract; and 3) implement a technical solution. We excluded work
prior to 2019 because of the technology’s fast pace of development
and the more recent focus on emotion AI’s privacy concerns [139,
150].

We predominately used two databases: the Association for Com-
puting Machinery (ACM) and Institute of Electrical and Electronics
Engineers (IEEE), representing high impact technical publications,
and also searched the proceedings for the Association for Compu-
tational Linguistics (ACL), which were not indexed in the ACM and
IEEE databases. We searched for papers using keywords informed
by prior literature [39, 71, 113, 150].1 This initial search resulted in
3,736 papers including those addressing a range of ethical issues
with emotion AI Next, we removed papers that did not meet the
inclusion criteria stated above. We then manually sifted through
references within this sample to identify relevant papers outside
the ACM or IEEE databases. This yielded another 79 papers, leading
to a total of 3,815 papers.

Given this immense scope, we chose to focus the present analysis
solely on privacy rather than all of emotion AT’s ethical considera-
tions. We therefore excluded papers that did not address privacy
through a technical solution from the 3,815 identified papers. This
process excluded 3,753 papers. Our final sample contained 62 papers.
Our systematic approach is illustrated in Figure 2 in the Appendix.

Data analysis. The first and last author developed a codebook
which guided identification of the themes animating this paper.
We generated an initial list of codes based on our research ques-
tions, which acted as broad categories and informed our reading
of the papers. For instance, RQ1 explores the conceptualization
of data subjects, data, and privacy. Accordingly, we pre-generated
the following codes: "characterizing data,’ "characterizing data sub-
jects," and "conceptualizing privacy" RQ2 investigates the privacy
concerns that papers sought to address. Thus, we pre-generated
the following codes: "privacy concerns" and "why address privacy".
RQ3 is concerned with the technical approaches that papers em-
ployed. This questeion informed the pre-generation of the following
codes: "technical approach used", "why this approach”, and "limita-
tions of approach". Additionally, before we began close reading, we
generated other codes which reflected particular points of interest

!Like Chancellor et al. [39], we used a pairwise combination of two sets of keywords:
emotion-related keywords and ethical mitigation keywords. Emotion-related keywords
included: "emotion recognition"; "emotion detection"; "emotion AI"; "mental health"
AND "AI"; "affective” AND "prediction"; "wellbeing” AND "ubicomp" OR "wellbeing"
AND "sensing"; "mood” AND "inference"; "affective computing". Ethical mitigation
keywords included: "emotion prediction"; "bias"; "accountable"; "responsible”; "human-
centered"; "fairness"; "participatory"; "ethical"; "trustworthy"; "privacy"; "transparency";
"explainable"; "reliable"; "accuracy".
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in our analysis — such as "domain," which refers to the context
papers imagine the application of their approaches.

We followed a process of line-by-line deductive coding [63, 141],
applying pre-generated codes while remaining open to any other
insights related to our research questions. Line-by-line coding gen-
erated subcodes of the pre-generated codes. Once coding was com-
plete, we organized related codes into the themes that constitute
our findings. The themes detected were not mutually exclusive,
but instead quite overlapping, resulting in both contradictions and
connections which we elaborate on in the Results section. All codes
are detailed in our codebook in the Appendix.

Dataset characteristics. The papers within our dataset capture
efforts to address privacy concerns of emotion Al systems used
across contexts such as healthcare, driver monitoring, workplace,
and video games. Some scholarship views their approach to be
broadly applicable across domains. Publication counts by year are
illustrated in Figure 1 in the Appendix. Table 3 in the Appendix
offers a detailed breakdown of the dataset.

Limitations and considerations. While we followed a well-
established and rigorous process to develop the sample, it is possible
that papers aiming to address privacy in emotion Al were over-
looked (e.g., in other databases). Additionally, our analysis includes
papers published between 2019 and 2024. Although this scope pro-
vides a forward-looking view of this space, it excludes possible
insights presented prior to 2019. Given the pace of development
in the field, we believe focusing our analysis on work published
after 2019 is best for assessing technical methods for addressing
emotion AI’s privacy concerns. This dataset captures contempo-
rary approaches in highly-relevant venues, which is an acceptable
limitation for the intended contribution of the paper.

4 Results

We report on patterns in conceptualizations of "who" (the data
subject) and "what" (the data)? are in need of privacy protection
(RQ1a-b), how privacy itself is conceptualized (RQ1c), and the pri-
vacy concerns sought to be addressed (RQ2a), and the invoked
technical solutions (RQ3).

4.1 Defining "who" and "what" are in need of
privacy protection

4.1.1 Conceptualizations of the data subject. Most papers (58/62)
broadly gestured to the existence of data subjects, mentioning that
individuals whose data are used in emotion Al need privacy protec-
tions. Only three papers [27, 99, 132] did not mention data subjects,
focusing only on the input data or abstractly mentioning a need for
privacy.

A few papers (4/62) more substantively characterized data sub-
jects’ concerns over data which may be used as inputs for emotion
Al [55, 62, 119, 147]. These papers described data subjects’ worries,
skepticism, or distrust with sharing their input data for emotion Al
to varying degrees of specificity. Some papers briefly described data
subjects’ concerns about particular inferences (e.g., demographic

2 Although papers in the corpus use various terms to describe those whose data are fed
into emotion Al systems and/or who are impacted by emotion Al systems, we refer to
them as data subjects for consistency.
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Technical method

Definition

Federated learning

Decentralized machine learning technique using data on multiple devices
rather than centralizing data on a single server [91]

Differential privacy

An approach to data privacy that prevents identification of whether or not a
given individual’s data was incorporated into an output [52]

Adversarial learning

A machine learning paradigm that seeks to prevent the recognition or clas-
sification of certain features (often sensitive information) by intentionally
exposing the machine learning model to slightly modified input data. This
then confuses the model, forcing it to unlearn classifications of private infor-
mation [97]

Data perturbation

A variety of methods that aim to preserve privacy by modifying input data
in subtle ways, including removing information, changing information, or
adding noise (e.g., [155])

Encryption

A method of data security that scrambles data using a cipher so that only
authorized people with access to a key can decipher the information encoded

in the data (e.g., [12])

Table 1: Definitions of technical methods

information) [55], input data being permanently stored in third-
party servers and abused by hackers [119], or personal data being
shared for use as emotion Al inputs emotion Al [62, 147].

A few papers (3/62) described data subjects’ concerns within
specific domains of use. For example, Pranjal et al. [128] described
data subjects’ overall skepticism about "sharing their (sensitive)
data with entities other than their doctor," referring to evidence
demonstrating that data subjects generally support their data being
used for biomedical research but perceive a high risk with emotion
Al input data due to its sensitivity. Similarly, Ravuri et al. [131]
characterized data subjects’ concerns about the use of their input
data by technology and healthcare companies, referencing other
studies which found low comfort with sharing voice data and health
data. Testa et al. [155] explained how data subjects are concerned
about the exploitation of their private data by advertisers or law
enforcement: "Many individuals are concerned by the exploitation
of their private data by companies or the government. In the US and
the UK, many have significant reservations about sharing smart
speaker voice assistant (VA) audio with external stakeholders such
as advertisers and law enforcement.." These papers described data
subjects’ concerns with emotion Al by grounding their arguments
in empirical scholarship (e.g., [17, 32, 61, 109]).

In summary, although most papers in our corpus broadly ac-
knowledged data subjects as entities to consider in emotion Al
development, only a few papers elaborated on their concerns.

4.1.2  Conceptualizations of data. Our analysis reveals several trends
in explicit characterizations of input (i.e., the data used as training
data for emotion AlI) and output data (i.e., emotion inferences gener-
ated by emotion Al) of emotion Al systems. Although many papers
characterized input data as sensitive, far fewer papers characterized
output data as sensitive.

Input data. Many papers (39/62) characterized input data as
sensitive [4, 5, 8-10, 12, 15, 16, 26-28, 30, 36, 41, 57, 59, 66, 70, 101,
119,124, 125,128,131, 147, 159, 161, 163, 168, 176, 178] or containing
sensitive information [9, 24, 55, 56, 59, 74, 103, 114, 118, 119, 159].
Several kinds of input data were frequently characterized in this
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way, such as facial data (12/39) [8, 10, 26, 28, 36, 101, 119, 124,
161, 163, 168, 176], EEG recordings (4/39) [4, 5, 15, 36], or speech
data (8/39) [9, 26, 55, 56, 119, 128, 159, 178]. Other kinds of input
data characterized as sensitive include electrocardiogram (ECG)
data [12, 36], electrodermal (EDA) data [12, 36], blood activity [36],
muscle activity [36], blood response [36], respiratory response [36],
eye activity [36, 57], body gestures [36], and medical data more
generally [66, 168].

In some cases, papers characterized certain types of input data
as less sensitive than others. For example, gait [28, 103], facial land-
mark (e.g., head poses or movements of facial muscles) [124], and
environmental data (e.g., odor, sound, illumination, CO2 concentra-
tion) [99] were characterized as less sensitive than facial images.
Of note, there were inconsistencies in the corpus in terms of iden-
tifying particular types of data as sensitive. For example, though
eight papers characterized speech data as sensitive, two papers
characterized speech data as not sensitive [40, 98].

Though most papers swiftly characterized input data as sen-
sitive or not sensitive, as described above, two papers offered a
more detailed classification [12, 26]. Alshareef et al. [12] catego-
rized physiological data into four groups based on personal and/or
identifying characteristics of the data: unique individual identifiers;
highly private (very personal but not uniquely identifying); moder-
ately private (some personal aspects); or less private (more general
and less personal). Within the context of developing emotion Al
to monitor drivers, Bethge et al. [26] drew from an existing frame-
work [175] to categorize input data as sensitive, personal, and/or
able to be transferred safely over the internet. For example, they
determined that traffic, weather, and road data could be transferred
over the internet and are not personal nor sensitive, that personal
data about the driver (like the driver’s sex or age) are personal but
not sensitive, and that facial expressions and speech data are both
personal and sensitive. From this analysis, the authors decided not
to use facial expressions or speech data as input data. Instead, they
allowed data subjects to select what personal but non-sensitive data
they would consent to being collected for their emotion Al system.
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Output data. Only six papers reflected on the nature of output
data, or emotion inferences [4, 10, 15, 56, 96, 155]. These papers
acknowledged several different characteristics of output data that
make it sensitive or intimate. For example, three papers recognized
the potential for output data to be used to exploit data subjects
[4, 10, 155]. Agarwal et al. [4] and Al-Nuaimi et al. [10] stated
more broadly that emotion inferences could be used to manipulate
users. Testa et al. [155] more specifically discussed the potential
exploitation of emotion inferences by large technology companies
to manipulate consumers’ decision-making, among other harms.

Only four papers recognized the personal or private nature of
emotion Al’s output data [10, 15, 56, 96]. This determination was of-
ten made contextually, relating either to the setting where emotion
AT could be deployed or the types of emotion inferences that could
be made. For example, Al-Nuaimi et al. identified that emotion in-
ferences made on people in public without their awareness could be
"likened to eavesdropping on personal sentiments" [10]. Similarly,
Anwar et al. [15] argued that emotion inferences made on em-
ployees in a work-from-home environment need to be preserved as
employees may not want to share emotions. Other papers described
how certain emotion types are particularly private. For example,
Feng et al. [56] identified emotions like anger as sensitive, suggest-
ing data subjects may not want these emotions to be revealed. Low
et al. [96] similarly contended inferences of micro-expressions, or
involuntary emotional expressions that people intentionally sup-
press, as fundamentally violating privacy.

In sum, although papers in the corpus frequently characterized
input data as sensitive, generally for its potential to reveal data
subjects’ personally identifiable information (PII), there were in-
consistencies in what input data was considered sensitive and a
general lack of detailed justification for why a particular sensitiv-
ity classification was made, with the exception of the two papers
mentioned above [96, 155]. We found that very few papers char-
acterized output data as sensitive. Those which did characterize
highlighted the potential for exploitation or privacy violations, and
the inherently private nature of emotions.

4.2 Conceptualizations of privacy

Our analysis identified three conceptualizations of privacy: 1) pri-
vacy as data security, 2) privacy as protecting information deemed
to be private, and 3) privacy as a burden, or restrictive of techno-
logical advancement (See Table 2).

4.2.1  Privacy as data security. About one third of the papers (21/62)
conceptualized privacy as data security (i.e., protecting data from
leakage) implicitly or explicitly (see Table 2). These papers assumed
data subjects’ privacy would be protected so long as input data
security was ensured. This conceptualization is reflected in papers
identifying input data leakage as a central privacy concern [5, 12,
15, 43, 62, 66, 100, 101, 111, 114, 115, 118, 147, 160, 178] or use
technical methods such as federated learning or encryption whose
primary focus is increasing the security of input data (See Section
4.3). Of note, four papers explicitly defined privacy as data security
[10, 43, 62, 66, 125].
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4.2.2  Privacy as protecting private information. Beyond securing
input data deemed to be private, some papers (14/62) conceptual-
ized privacy as protecting private information (See Table 2). As
discussed in Section 4.1.1, conceptualizations of what is considered
to be "private” data varied across the corpus. Some papers explicitly
identified emotion AI input data as containing markers of data
subjects’ identity [65, 70, 74, 96, 103, 119, 128, 131, 155, 159, 176].

Other papers specifically drew upon data subjects’ definition of
private information is in their own conceptualization of privacy,
including output data, citing this as their rationale for protecting
against the transfer of emotion data that data subjects might not
want revealed [15, 26, 56].

Finally, some papers [65, 74, 96, 131, 155, 159, 176] conceptual-
ized privacy as protecting private information through their use of
technical methods which primarily aimed to prevent inference or
collection of private information. These methods included adver-
sarial learning and data perturbation, which are further elaborated
on in Section 4.3.

4.2.3  Privacy as restrictive of technological advancement: the small
data problem. Some papers (13/62) conceptualized privacy as an
obstacle to collecting sufficient data for emotion Al (See Table 2).
Toto et al. [157] define this as the "small data problem,” where
an insufficient amount of input data prevents the development of
state-of-the-art, large-scale, and robust emotion Al These papers
conceptualized privacy as contributing to the small data problem
because it limited available input data.

Papers described several reasons why the small data problem is
an issue for developing large-scale, robust emotion Al Insufficient
data can limit the accuracy of emotion Al [30, 157, 158] and can
also create what Bethge et al. [27] describe as "domain adaptation”
problem, where an emotion Al system can only perform well on
one dataset. Finally, the analyzed papers attest insufficient input
data can result in less representative emotion Al [8, 30]. For exam-
ple, Akhyani et al. [8] described how the need to address privacy
limits facial data collection that is 1) diverse in terms of gender and
ethnicity, and 2) reflects emotions beyond the six basic emotions
defined in BET [54].

Ultimately, papers cited privacy for instigating the small data
problem. For instance, data subjects may not want to share their
data [27, 36, 154, 157, 158]. Additionally, some papers determined
the process of collecting input data may compromise data subjects’
privacy, which can then limit data collection [8, 86, 102]. Prioritizing
privacy—as done through privacy policies— can also limit access to
existing datasets [154]. Bondin et al. [30] identified the decentralized
methods of storing emotion Al input data can address privacy
concerns by creating barriers to accessing sufficient data. Lastly,
some papers underscored that privacy concerns might limit the
availability of certain types of emotion Al input data such as full
facial images [86, 124].

Papers used various methods to address the small data prob-
lem while still enabling emotion AI development. Four papers
[30, 36, 146, 154] used federated learning as a method to circumvent
the limitations created by the need to preserve privacy through
using decentralized data. Three other papers [102, 124, 132] used
what they deemed to be less sensitive data to avoid compromis-
ing privacy; for instance, only using the eye region [132] or facial
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Conceptualization of privacy

Associated papers

Privacy as data security

[5, 10, 12, 15, 24, 41, 43, 62, 66, 100, 101, 111, 114, 115, 118, 125, 130, 147, 160,
168, 178] (21 papers)

Protecting private information

[15, 26, 56, 65, 70, 74, 96, 103, 119, 128, 131, 155, 159, 176] (14 papers)

Restrictive of technological advancements

[8, 27, 30, 36, 86, 102, 124, 132, 146, 154, 157, 158] (13 papers)

Table 2: Conceptualizations of privacy and associated papers

landmark data [124] instead of full facial images or using electro-
dermal signals instead of facial data [102]. Similarly, two papers
[8, 86] used synthetic data to avoid a privacy-compromising data
collection process. Finally, three papers devised new machine learn-
ing frameworks which were specifically designed to work with
small input datasets [27, 157, 158].

4.3 Privacy concerns invoked and technical
approaches used to address them

Our analysis identified three primary privacy concerns that papers
sought to address: the risk of input data exposure; the potential for
emotion Al input data to be used to make sensitive non-emotion
inferences about data subjects (e.g., identity, demographics); and
the potential for emotion Al to enable surveillance. To address
these concerns, various technical approaches were employed with
goals including 1) preventing exposure of emotion Al input data; 2)
preventing the use of emotion Al input data for inference of a) PII
or b) emotion; and 3) to develop emotion Al using input data that
researchers deemed less sensitive. Table 4 in the Appendix illus-
trates the technical approaches used to address particular privacy
concerns, mapped on to corresponding papers.

4.3.1 A risk of input data exposure. Many papers (33/62) identified
the risk of input data exposure as a privacy threat. This reflects
the most common conceptualization of privacy — as articulated
in the previous section — of privacy as data security. Within this
group, some papers (22/33) identified the centralization of emotion
Al input data (i.e., transfering data from multiple sources to a single
server for model training) as the source of this problem. Several
of these papers (7/21) further noted specific concerns over the
exposure of what they deemed to be particularly sensitive input
data [12, 74, 131] like medical records, finance, and personal data
[168]; biometric information and fingerprints [15]; EEG recordings
[5]; biometric identity, personality traits, location, "emotional state",
age, gender, and overall health [114].

Several papers (19/33) identified that input data leakage would
create privacy concerns because sensitive input data could be ex-
posed to malicious actors who may misuse or exploit the data. Pa-
pers referred to malicious actors with various terms, including
simply "malicious actors" [9, 12, 24, 65, 74, 115, 131], "adversaries"
[9, 74, 114], or "attackers" [10, 15, 59, 85, 115, 119, 176, 178]. One pa-
per, Testa et al. [155], specifically called out technology companies
and law enforcement as malicious actors who might use emotion
Al input data for targeted advertising or to assess data subjects’
mental states, respectively.

Papers mentioning malicious actors’ misuse or exploitation of
emotion Al input data named several concerns around how mali-
cious actors might compromise privacy. These concerns included
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a general misuse of emotion Al input data [12, 70, 131], identity
recognition [24, 57, 59], targeted advertising [24, 57, 155], exposure
of other sensitive information like health conditions [24, 57, 59, 178],
or "model poisoning with fake doping of data" [41].

Papers aimed at preventing the exposure of input data leveraged
various solutions. 19/33 papers implemented federated learning
because it "enables users to locally train the model without com-
promising his/her privacy" [41] or "allows models to be trained
collaboratively on decentralized devices without the need to trans-
fer raw data" [111].

Other papers used alternative technical strategies to secure in-
put data, such as differential privacy, cryptographic methods, or
other machine learning approaches. For example, in two studies,
Mainsant et al. [100, 101] used continual learning, where only the
classification function is persistently stored and the input data are
forgotten. In another study, Bethge et al. [27] used a machine learn-
ing architecture claiming to only learn generalized emotion-related
patterns from the input data rather than PIL

Some papers (7/33) sought to minimize the risk of input data
exposure by preventing malicious actors from making sensitive
inferences from potentially leaked input data. Most of these papers
leveraged adversarial learning (5/7) to unlearn what they identified
as private and sensitive information encoded in the input data, like
people’s age, gender, race, ethnicity, and identity. One paper used
synthetic data (i.e, data generated by Al) to prevent the inference of
identity by anonymizing facial images used as input data. Finally,
two papers used data perturbation, which added noise to the facial
image data. One paper was distinctive in addressing concerns sur-
rounding malicious actors by perturbing the data in order to fully
prevent emotion inference.

4.3.2 Input data could be used to infer sensitive information. Many
papers (26/62) identified the potential for emotion Al input data to
be used to infer sensitive information as a privacy concern. Papers
discussed how various kinds of input data could be used to make
"unintended or improper inferences of sensitive information and
demographic information” [56]. Several papers described how facial
data [3, 40, 70, 99, 119, 161, 163], speech data [9, 24, 56, 114, 159],
eye movement data [86], and other contextual information collected
for emotion Al [16, 125] could also reveal sensitive information like
identity, gender, ethnicity, and age.

The majority of these papers discussed sensitive information
as PII, with only a few [96, 155] discussing emotion data itself as
sensitive. Low et al. [96] claimed emotion Al systems aiming to
recognize microexpressions or "involuntary or transient facial ex-
pressions, commonly manifested involuntarily when we aim to
withhold our emotions" threaten emotional privacy and funda-
mental human rights. Testa et al. [155] identified speech emotion
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recognition systems’ generation of emotion data about data sub-
jects can be exploited for surveillance or manipulating data subjects’
behavior. This, therefore, makes emotion data sensitive for Testa et
al [155].

Other papers identified that even if PII is not explicitly encoded
in the input data, or even intentionally hidden, it can still be inferred
by models [55, 128, 154]. One paper, Malek et al. [103], explained
this phenomenon by invoking the concept of "overlearning" [148],
which describes how machine learning models trained to recog-
nize one feature could simultaneously learn to recognize others.
Other papers similarly noted that physiological data used as emo-
tion Al input data contains unique identifiers [12, 57, 59]. Several
papers connected concerns about PII inference with those about
malicious actors (i.e. malicious actors using data subjects’ identities
for identity theft or targeted advertising) [4, 12, 57, 59, 131].

Papers employed various solutions to address the concern around
input data fueling sensitive inferences. Several papers (8/26) used
technical methods to prevent input data from being exposed? so it
could not be accessed for any purpose besides emotion inference.
These papers used methods like federated learning (5/8), differential
privacy (3/8), and/or a cryptographic approach (1/8).

Other papers aimed to prevent inferences of PII from input data
(12/26). Technical approaches here included data perturbation (6/12)
through adding noise or methods of anonymization to prevent other
sensitive inferences. Some of these papers (6/12) used adversarial
learning to unlearn demographic information. As with the papers
described in the previous paragraph, these papers’ implementations
still preserved the ability to make emotion inferences.

Some papers within the corpus addressed the privacy concern
around sensitive inferences being made on input data by collecting
or using what they deemed to be less sensitive or non-identifiable
input data (7/26). Many of these papers (5/7) used "secondary affect
data,' which [161] contrasts with "primary" affect data as containing
less identifiable emotion-related information. For example, Uddin et
al. [161] described facial images and speech recordings as primary
affect data but facial landmarks and action units as secondary affect
data, which allows emotion inferences without revealing identifi-
able information. In addition to secondary affect data [161, 163],
some papers used environmental data (e.g., lighting conditions)
[99], or collective conditions rather than individual behavior (e.g.,
how much people are speaking rather than who is speaking or what
they’re saying) [16]. Alternatively, Chen et al. [40] and Machanje et
al. [98] used speech data to address this privacy concern, arguing
that speech data is less sensitive and identifying than facial data.
Lan et al. [86], used synthetic data with the argument that collecting
eye movement data poses a privacy threat.

Finally, two papers which explicitly and centrally recognized
emotion information as sensitive [96, 155] aimed to preserve pri-
vacy by designing against emotion recognition. Both of these pa-
pers implemented methods to perturb input data so that emotion
inferences could not be made. For instance, Low et al. [96] imple-
mented an adversarial-learning-based approach that would prevent
emotion Al from recognizing micro-expressions in facial images.

3We acknowledge that the language we are using here ("exposed") is vague. This is a
reflection of the language used in the papers.
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Similarly, Testa et al. [155] added noise to emotion Al input data so
that speech emotion recognition would not be possible.

4.3.3 Emotion Al enables surveillance. A few papers (4/62) argued
that emotion Al raises privacy concerns by enabling surveillance.
These papers conceived of emotion AI's surveillant role in two
ways: through its particular design features, and as a core goal of
the technology.

Three papers described how certain design features of emotion Al
like its purported "unobtrusive" data collection method or focus on
tracking individuals, enable surveillance [10, 16, 26]. For example,
Bethge et al. [26] identified that data subjects may perceive certain
sensors, like audio and video recorders, as "contribut[ing] to a feel-
ing of surveillance", compared to other sensors (like accelerometers
or GPS trackers). Similarly, Augusma et al. [16] suggested emotion
Al systems in classrooms could enable surveillance if designed to
track the behavior of students or teachers. Finally, Al-Nuaimi et al.
[10] noted that emotion Al systems could be used in public spaces,
where individuals could be subjected to emotion recognition with-
out their knowledge or consent. In Al-Nuaimi et als words, this
could constitute a form of "covert surveillance", which could be
seen as an "infringement on personal freedoms and a misuse of
personal data" [10].

These three papers offered technical solutions aiming to reduce
the potential for emotion Al to enable surveillance. Al-Nuaimi et al.
[10] used cryptographic methods to keep input data more secure
and data perturbation methods to prevent the inference of sensitive
information (e.g., identity or demographics). They implemented
this dual-strategy approach to limit the potential for surveillance.
Bethge et al. [26] and Augusma et al. [16] addressed the potential
for emotion Al to enable surveillance through implementing what
they deemed to be less intrusive data collection methods and col-
lecting data they perceived as less sensitive. For instance, Bethge et
al. [26] designed an approach to driver emotion recognition that
used weather conditions, car temperature, and traffic conditions to
"non-intrusively” capture drivers’ emotions. Similarly, Augusma et
al. [16] implemented a method for inferring emotion in classrooms
through "collective monitoring," where the system could perceive
the underlying cues of teaching engagement (e.g., student engage-
ment, attention levels) through signals at the classroom-level rather
than the behavior of individual students or teachers.

One paper [155] had a different conception of emotion Al’s role
in surveillance, arguing emotion Al may be designed with the in-
tent purpose of enabling surveillance. They elaborated how smart
speaker voice assistants are built to support surveillance capitalism
[179], where data subjects’ private information is datafied for mon-
etization and extraction. Testa et al. [155] further illustrated that
technology companies have a vested interest in leveraging data sub-
jects” affective data for purposes like targeted advertising. In other
words, Testa et al. [155] fundamentally characterized emotion Al as
infrastructure for surveillance capitalism, informing their approach
to designing against emotion inferences. Based on this character-
ization, Testa et al. [155] designed against emotion recognition
through data perturbation methods aimed at preventing emotion
inferences.
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5 Discussion

This systematic literature review contributes insights into how
emotion AI development scholarship addresses privacy concerns
associated with emotion Al It reveals patterns in conceptualiza-
tions of data, data subjects, and privacy, and the privacy concerns
associated with emotion Al and technical approaches to address
them.

Findings reveal the majority of papers seeking to address pri-
vacy concerns implicated by emotion Al 1) take on a flattened and
decontextualized perspective of data subjects; 2) focus on secur-
ing input data, with much less concern for the potential concerns
caused by generating and using output data; 3) conflate privacy
and data security, and consider privacy to be a burden; and 4) rely
on technical approaches that are limited in addressing the broad
range of privacy concerns invoked by emotion Al

We suggest emotion Al scholars and developers who seek to
address emotion Al-related privacy concerns consider privacy as
contextual [121], centering data subjects and their corresponding
identities. This conceptualization of privacy would broaden the
scope of privacy concerns that emotion Al developers engage with.
With a broader recognition of emotion AI’s privacy concerns, as
prior work suggests [14, 43, 139, 150], we conclude that addressing
emotion Al privacy concerns through purely technical approaches
may not be a realistic goal.

5.1 Conceptualization of Data Subjects:
Flattened and Decontextualized

Our analysis revealed a general pattern of a flattened and decontex-
tualized conceptualization of data subjects. Few papers character-
ized data subjects in terms more specific than "users,"4, "patients,’
or "people Those that characterized data subjects often did not
engage with them as situated within specific contexts. This pattern
aligns with Chancellor et al’s [38] examination of conceptualiza-
tions of "human" in human-centered machine learning research
working to predict mental health, which found this scholarship
views humans as data points for machine training and optimization.
They argued this risks dehumanizing individuals, contributes to
stigma, and violates principles of contextual integrity [121].

We observed similar patterns in our analysis, with most pa-
pers lacking an acknowledgment of differences in data subjects’
experiences with emotion Al especially across different contexts
of deployment and identity factors. We interpret this flattening
of data subjects contributes to the papers’ narrow recognition of
privacy concerns. Prior work demonstrates data subjects’ privacy
concerns with emotion Al are shaped by the context of use, such
as the workplace [2, 42, 46, 79, 139, 151], healthcare [76, 137], or
education [50, 109, 129]. Moreover, research has also shown that
different facets of identity, like race [107, 145], gender [151], and
disability [75, 107, 117], and age [82], influence data subjects’ pri-
vacy concerns about emotion Al Considering this literature and our
findings, we urge emotion Al developers and researchers seeking
to technically address emotion AI’s privacy concerns to develop a
contextual [121], identity-sensitive perspective of data subjects.

“It is outside the scope of this paper to examine the use of the term "user” in-depth
here; however, we note that often subjects to emotion Al are not actually those who
use it, and therefore, the term "user" is misguided in these cases.
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5.2 Conceptualization of Data:
Under-recognition Emotion Inferences’
Sensitivity

We found most papers focused on the need to protect input data.

This is reasonable, as input data for emotion Al are sensitive. How-

ever, our analysis revealed an under-recognition of the sensitivity of

output data—emotion inferences themselves. Most of the papers in
the corpus framed emotion Al outputs as innocuous or an unques-
tioned "good," a characterization we find troubling. First, prior work

[14, 140] establishes that emotions have private dimensions, which

is violated by emotion AI’s very inference of emotions. Several legal

scholars’ definitions of privacy include emotions as private infor-
mation. For example, Citron’s intimate privacy [44] and Richards’
intellectual privacy [134] identify the need to maintain privacy over
intimate aspects of people’s internal lives, which might include
emotions. In Cohen’s reconceptualization of privacy as a social con-
dition [45], she frames "semantic discontinuity” or the right to be
somewhat unknown and unknowable, as a fundamental condition
of privacy. Emotion Al violates these principles given its express
purpose to know aspects of data subjects’ internal lives better than

they may know themselves [79].

Second, prior work establishes a clear record of ways emotion
inferences have or could be used to violate privacy rights. For
instance, emotion Al inferences have been used to enforce a regime
of border surveillance in the European Union [142, 166]. Similarly,
emotion Al inferences have been used in policing, expanding the
scope of state surveillance [127, 172]. Other work has established
ways that the inferences made by emotion AI on workers could
enable increasingly limitless workplace surveillance [7, 42]. Thus,
in order to truly recognize and address all of the privacy concerns
invoked by emotion Al researchers and developers need to broaden
their conceptualization of data implicated in emotion AI use, and
confront the sensitivity of emotion data directly.

5.3 Conceptualization of Privacy and Privacy
Concerns

Our analysis identified two notable and problematic conceptual-
izations of privacy that merit discussion: the conflation of privacy
with input data security and viewing privacy as a burden.

5.3.1 Conflation of privacy and security. Many papers conceptual-
ized privacy as data security, with a focus on the privacy of emotion
Al input data. This is illustrated not only in explicit conceptualiza-
tions of privacy across the corpus, but in the security protection
approaches taken to address privacy (e.g., preventing data leakage,
exposure of data to malicious actors). This conflation of privacy and
security is indeed common [84, 165]. In fact, technology developers
tend to use security-related vocabulary to define privacy challenges
[68]. Legal scholars similarly conflate privacy and security [21].
This conflation helps explain why many papers in our corpus noted
that avoiding malicious actors’ intrusion into private data was their
motivation to address emotion AI’s privacy issues. The conflation
of privacy and security also helps explain another contradiction in
the corpus: the common recognition of the potential for sensitive
inferences to be made from input data co-occurring with a focus
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on securing input data. The conflation of privacy and security nar-
rowly orients papers towards using input data security as a solution
to all privacy concerns — even those that are more related to the
output data.

While maintaining the security of input data is important, we ar-
gue emotion Al’s privacy concerns extend beyond potential misuse
or exploitation of input data, including the generation and use of
emotion inferences [14, 46]. That is, we do not suggest researchers
and developers dismiss input data security. Rather, we encourage
them to broaden conceptualizations of privacy beyond input data
security.

5.3.2  Conceptualization of privacy as a burden. Many papers con-
ceived of privacy as something they had to engage with to avoid
regulatory consequences, as opposed to a value they wanted to
uphold due to its normative or moral importance, demonstrated
through recognition of the small data problem [157]. This conceptu-
alization of privacy is not unique to emotion Al, as other technology
developers have characterized privacy as a burden that is challeng-
ing to implement [11]. Notably, the small data problem may in part
stem from regulatory limitations on access to input data. In a recent
analysis of large technology companies’ response to new privacy
regulation (e.g., GDPR, CCPA), Wong et al. [171] found companies
see regulation as posing substantial risk to their reputation as well
as their business practices. However, the U.S. and much of the world
does not actually regulate emotion data nor emotion recognition
with the exception of the EU’s Al Act which places a ban on emo-
tion Al use in the workplace and education [162]. In the absence of
law and policy in the U.S., it is easy for developers of emotion Al to
de-prioritize privacy. We argue for further regulation of emotion
Al and assert that emotion Al developers and researchers should
conceptualize and operationalize privacy as a responsibility, not a
burden or a necessity for mere legal compliance.

Beyond the threat of regulatory consequences, Ekambaranthan
et al. [53] raise that the challenges developers face when building
privacy-protective systems are both technical (e.g., design that
does not protect privacy by default) and economic (i.e., business
models that rely on invasive data collection). Developers should
continue working on systems which protect privacy by default,
making it more difficult to not protect data subjects’ privacy. Data
subjects want to maintain emotional privacy [14, 139]. As such, this
desire should be reflected in emotion Al development if its adoption
remains a goal.

5.4 The Limitations of Technical Approaches
and Potential Paths Forward

To address privacy concerns, papers employed a range of techni-
cal approaches. These approaches can be described as "privacy-
enhancing technologies" (PETs) [67]. PETs primarily aim to pre-
serve the privacy of data subjects. For example, differential privacy
allows emotion inferences to be made while protecting against ma-
licious actors’ utilization of the input data (through membership
inference or reconstruction attacks) [52]. In this sense, differential
privacy limits unauthorized access to and misuse of input and out-
put data. However, research has explored the limitations of PETs in
addressing privacy concerns, especially if considering privacy to
extend beyond security [20, 67, 129, 144, 153]. These limitations are
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especially evident when considering the principles of contextual
integrity [20, 121], which argues that privacy is achieved when
information flows are appropriate to the social context. We draw on
contextual integrity to motivate the need for a contextual approach
to addressing privacy in emotion Al As our results demonstrate,
the majority of papers have a de-contextualized perspective on
emotion AT’s privacy concerns, focusing on what loosely-defined
malicious actors could do to input data.

We find well-documented limitations of the technical approaches
used to address the privacy concerns implicated by emotion Al
when we attend to its broader social context. For example, papers
frequently used federated learning to secure input data. Although it
addresses individual privacy concerns, federated learning is limited
because it requires high compliance across the industry and does
not attend to broader social impacts caused by technologies such as
emotion Al [166]. Similarly, papers often used differential privacy
as a mathematically-provable way to protect input data. Seeman &
Susser [144], for example, highlight that differential privacy privi-
leges managing the risk of individuals’ input data exposure over
broader social consequences. However, the use of emotion Al in
particular contexts can create broader privacy concerns that may
not directly affect individuals whose input data are being used. For
instance, Testa et al. [155] and other scholarship [127] highlight the
use of emotion Al in the criminal legal context, where individuals’
input data can then used as training data to violate others’ privacy
at a larger scale.

Additionally, several papers used synthetic data to circumvent
the privacy issues associated with collecting sensitive input data.
However, critical scholars argue synthetic data is not a solution
to privacy issues [153]. Susser & Seeman [153] contend synthetic
data necessarily retains information about real data subjects, thus
risking data exposure. Further, synthetic data, like other PETs, does
not address broader privacy concerns caused by inappropriate in-
formation flows (as explicated by the theory of contextual integrity
[121]). Whitney and Norman [170] argue that using synthetic data
circumvents consent for data use. These critical analyses reflect the
limitations of many of the common technical approaches used in
our corpus to address privacy issues. They over-focus on individual
data protection and fail to adequately address privacy concerns.

In reflecting on the limitations of common privacy-preserving
technical approaches, we do not intend to suggest these approaches
have no use, as we believe they could be part of a broader plan for
addressing some privacy concerns invoked by emotion Al. How-
ever, if we construe privacy as primarily a social rather than purely
technological problem [45, 120, 129], the technical approaches de-
scribed above are not sufficient. In other words, recognizing privacy
as a social problem necessitates abandoning techno-solutionist ap-
proaches to privacy [129, 153]. Abandoning techno-solutionist ap-
proaches means developers need to abandon technical approaches
as the primary method to address emotion AI’s privacy issues.

We suggest that developers can more effectively address emo-
tion AT’s privacy issues by taking a more contextually-sensitive
approach that contends directly with the sensitivity of both emotion
AT’s input data and the output data. First, developers should directly
engage with data subjects and/or the critical scholarship that has
studied data subjects’ perspectives towards emotion Al Through
this direct engagement, developers can familiarize themselves with
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the contested privacy issues with emotion Al Within our corpus,
Bethge et al. [26] is an exemplar in terms of engagement with data
subjects as the only paper that included a user study as part of their
approach. This user study surfaced valuable insights on what input
data the data subjects— the eventual users—did and did not want
collected.

Second, developers should question the inherent positive social
good of emotion inferences. Again, engagement with the critical
scholarship that has critiqued the very basis of automatic emotion
inference [23, 149, 150] could deepen developers’ understanding of
this. Technical developers can familiarize themselves with the pri-
vacy concerns emergent in the domains that emotion recognition
is being used in — or consider aggregate information flows [25].
Within our corpus, Testa et al. [155] offer a good example of this
practice. They studied Big Tech companies’ motivations, referenc-
ing existing literature on surveillance capitalism [179] and news
reporting which covers the potential harms of these technologies
[58], which proliferate beyond initial data collection. This context
helped them understand the privacy concerns emotion Al could
create for data subjects.

Finally, informed by this deeper contextual exploration, develop-
ers could explore novel technical approaches for addressing emotion
AT’s privacy concerns. They could, as was done by Bethge et al. [26],
explore mechanisms that enhance data subjects’ ability to choose
which types of data they want collected for emotion recognition (if
any) and develop models for addressing consent violations. Techni-
cal researchers could also leverage their expertise to design against
emotion Al, as a practice of refusal [60]. Testa et al. [155] and Low
et al. [96] are exemplars in this regard from our corpus, as the only
two papers that designed against emotion inferences.

6 Conclusion

This paper presents a systematic literature review of scholarship
which has developed technical approaches to address emotion
AT’s privacy concerns. Findings demonstrate general trends of de-
contextualized and flattened conceptualization of data subjects, an
under-recognition of the sensitivity of emotion inferences, and a
conflation of privacy and data security. These conceptualizations
lead to technical solutions which have failed to address the broad
range of privacy issues invoked by emotion Al, mainly those expe-
rienced by data subjects due to the very act of inferring emotions.
We argue that researchers and developers concerned with the pri-
vacy issues emotion Al may cause should take on a contextualized
understanding of privacy, data, and data subjects which centers the
data subjects and contends with the inherent sensitivity of emo-
tions. This conceptualization of privacy can inform using technical
expertise to more productively address emotion AI’s privacy issues.
By maintaining existing practices, emotion Al developers will fail
to truly address emotion AI’s privacy concerns.
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Table 3: Characteristics of the reviewed papers

Chowdhary et al. 2025

Author names and year Domain Input data Technical approach

Agarwal et al. (2019) [4] Driving EEG Cryptographic methods

Agarwal et al. (2021) [3] Unspecified Facial data Anonymization; use of syn-
thetic data

Agrawal et al. (2023) [5] Unspecified EEG Federated learning

Akhyani et al. (2022) [8] Robotics Facial data Use of synthetic data

Ali et al. (2021) [9] Unspecified Speech data Adversarial learning

Al-Nuaimi et al. (2023) [10] Unspecified Facial data Data perturbation; encryption

Alshareef et al. (2023) [12] Healthcare Multimodal Differential privacy

Anwar et al. (2023) [15] Unspecified EEG Federated learning

Augusma (2022) [16] Education Multimodal Collecting less sensitive data

Benouis et al. (2023) [24] Unspecified Multimodal Federated learning; differential
privacy

Bethge et al. (2023) [26] Driving Multimodal Collecting less sensitive data

Bethge et al. (2022) [27] Unspecified EEG Alternative machine-learning
architecture

Bisogni et al. (2024) [28] Unspecified Gait data Federated learning

Bondin and Dingli (2021) [30] | Healthcare ECG Federated learning

Can and Ersoy (2021) [36] Healthcare Heart activity Federated learning

Chen et al. (2022) [40] Unspecified Speech Collecting less sensitive data

Chhikara et al. (2021) [41] Workplace Facial data Federated learning

Chowdhury et al. (2023) [43] Unspecified Speech, audio-visual Federated learning

Feng et al. (2022) [55] Unspecified Speech Adversarial learning; data per-
turbation

Feng and Narayanan (2021) | Unspecified Speech Adversarial learning

[56]

Fenoglio et al. (2023) [57] Healthcare Multimodal Federated learning

Gahlan and Sethia (2024) [59] | Unspecified Multimodal Federated learning

Ghosh et al. (2022) [62] Unspecified Facial data Federated learning

Gupta et al. (2021) [65] Unspecified Facial data Adversarial learning

Gupta et al. (2024) [66] Healthcare Speech; EEG Federated learning

Hellmann et al. (2024) [70] Healthcare Facial data Anonymization; use of syn-
thetic data

Jaiswal and Provost (2020) [74] | Unspecified Multimodal Adversarial learning

Kumar et al. (2023) [85] Healthcare EEG Federated learning

Lan et al. (2022) [86] Unspecified Eye gaze Data perturbation; use of syn-
thetic data

Low et al. (2022) [96] Unspecified Facial data Data perturbation; use of syn-
thetic data

Mainsant et al. (2022) [100] Unspecified Facial data Alternative machine learning
architecture (continual learn-
ing)

Machanje et al. (2019) [98] Healthcare Speech Collection of less sensitive data

Maeda et al (2021) [99] Unspecified Environmental data Collection of less sensitive data

Mainsant et al. (2021) [101] Unspecified Facial data Alternative machine learning

architecture (continual learn-

ing)

Makantasis et al. (2021) [102] | Video games Multimodal Collecting less sensitive data

Malek-Podjaski and Deligianni | Unspecified Gait data Adversarial learning

(2021) [103]

Mishchenko et al. (2023) [111] | Unspecified Speech Federated learning

Mohammadi et al. (2023) [114] | Unspecified Speech Differential privacy; federated
learning

Mohammadi et al. (2023) [115] | Unspecified Speech Cryptographic methods; feder-
ated learning

Nandi and Xhafa (2022) [118] | Unspecified Multimodal Federated learning

Narula et al. (2020) [119] Healthcare Facial data; multi-modal Anonymization
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Author names and year

Domain

Input data

Technical approach

Pan et al. (2023) [124]

Mental health

Facial data

Collecting less sensitive data

Parkavi et al. (2023) [125]

Customer experience

Facial data

Federated learning; data pertur-
bation

Pranjal et al. (2023) [128] Workplace Ambulatory Anonymization

Qi et al. (2022) [130] Unspecified Facial data Federated learning

Ravuri et al. (2022) [131] Healthcare Speech Anonymization

Reddy and Derakhshani (2020) | Unspecified Facial data Collecting less sensitive data

[132]

Singh et al. (2022) [147] Mental health Multimodal Federated learning

Tan et al. (2023) [154] Unspecified Speech Differential privacy; federated
learning

Testa et al. (2023) [155] Home voice assistants Speech Data perturbation

Thenmozhi and Narmadha | Healthcare Speech Data perturbation; crypto-

(2020) [156] graphic methods

Toto et al. (2020) [158] Healthcare Speech Alternative machine learning
architecture

Toto et al. (2021) [157] Healthcare Speech Alternative machine learning
architecture

Tran and Soleymani (2023) | Unspecified Speech Federated learning

[159]

Tsouvalas et al. (2022) [160] Unspecified Speech Federated learning

Uddin et al. (2023) [161] Unspecified Facial data Collecting less sensitive data

Verma et al. (2021) [163] Unspecified Ear movements Collecting less sensitive data

Waref and Salem (2022) [168] | Unspecified Facial data Federated learning

Xu (2023) [173] Unspecified Facial data Use of synthetic data

Zeng et al. (2023) [176] Unspecified Facial data Data perturbation

Zhao et al. (2023) [178] Unspecified Speech data Federated learning

Table 4: Characteristics of the reviewed papers (cont.)
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Chowdhary et al. 2025

Concern and associated papers

Strategy

Technical approach

Risk of input data exposure —
concerns that the centralization of
emotion Al input data or other
architectures of emotion Al
systems will lead to input data
being exposed (to, for example,
malicious actors who could misuse
the data)

[5,9, 10, 12, 15, 24, 27, 41, 43, 57,
59, 62, 65, 66, 70, 74, 85, 100, 101,
111, 114, 115, 118, 119, 130, 131,
147, 155, 156, 160, 168, 176, 178]
(33/62 papers)

Protect the input data

[5,9, 10, 12, 15, 24, 27, 41, 43,
57,59, 62, 65, 66, 70, 74, 85,
100, 101, 111, 114, 115, 118,
119, 130, 131, 147, 155, 156,
160, 168, 176, 178] (22 papers)

Federated learning [5, 15, 24, 41, 43, 57,
59,62, 66,85,111,114, 115,118,130, 147,
160, 168, 178] (19 papers)

Differential privacy [12, 24, 114] (3 pa-
pers)

Cryptographic methods [10] (1 paper)

Other machine learning approaches [27,
100, 101] (3 papers)

Prevent sensitive inferences
from being made on the data
[9,65,70,74,119, 131, 155, 156]
(8 papers)

Adversarial learning [9, 65, 74, 119, 131]
(5 papers)

Use of synthetic data [70] (1 paper)

Data perturbation to anonymize data
[10, 156] (2 papers)

Data perturbation to prevent emotion
inferences altogether [155] (1 paper)

Risk of inference of sensitive infor-
mation — concerns that emotion Al
input data could be used to make
inferences of sensitive information
— including PII and emotion infer-
ences [3, 4, 9, 12, 16, 24, 40, 55-57,
59, 70, 86, 96, 99, 103, 114, 119, 125,
128, 131, 154, 155, 159, 161, 163]
(26/62 papers)

Prevent input data from being
exposed (to malicious actors)
[4, 12, 24, 57, 59, 114, 125, 154]
(8 papers)

Federated learning [24, 57, 59, 114, 154]
(5 papers)

Differential privacy [12, 24, 125] (3 pa-
pers)

Cryptographic approaches [4] (1 paper)

Prevent inference of PII from
input data [3, 9, 55, 70, 103,
119, 125, 128, 131, 155, 159] (11
papers)

Data perturbation [3, 55, 70, 96, 125,
159] (6 papers)

Adversarial learning [9, 103, 119, 128,
131, 155] (6 papers)

Collect less sensitive data
[16, 40, 98, 99, 161, 163] (6
papers)

Secondary affect data [16, 99, 161, 163]
(4 papers)

Data they deemed to be less sensitive
(i.e., speech instead of facial) [40, 98] (2

papers)

Prevent inference of emotions
[96, 155] (2 papers)

Adversarial learning [96] (1 paper)

Data perturbation [155] (1 paper)

Emotion Al enables surveillance, as
a core goal of the technology and
through design features that enable
invasive data collection. [10, 16, 26,
155] (4/62 papers)

Keep input data secure [10] (1
paper)

Cryptographic approaches [10] (1 pa-
per)

Less intrusive data collection
methods [16, 26, 155] (3 papers)

Collecting less sensitive data [16, 26] (2
papers)

Prevent emotion recognition al-
together (1 paper) [155]

Data perturbation [155] (1 paper)

Table 5: Technical strategies to address different concerns about emotion Al
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Code
Characterizing
data

Characterizing
data subjects

Domain

Subcode

Intimate
exploited data

Proprietary

Sensitive data

Some data are
more
dangerous

Data subjects’
agency

Cars

Education

Healthcare

Workplace
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Table 6: Codebook

Definition

Authors’ descriptions and
characterizations of the nature
of emotion Al input or output
data

Explicit description of input
data as intimate and
commodified or exploited
Explicit description of input or
output data as proprietary

Explicit description of input or
output data as sensitive
Characterizations of the
collection, analysis or storage
of some types of data as more
risky or dangerous for data
subjects than others

Broad characterizations of their
data subjects, taking the form
of sentences where data
subjects are the subject of the
sentence. These sentences
describe data subjects’
perspectives, fears, preferences,
actions, etc.

Specific characterizations
related to the agency that data
subjects do or do not have, or
what actions they can or
cannot take. Was also used to
code data subjects’ preferences
about emotion recognition.
The context for deployment
that the papers designed their
approach for.

Purpose of technology was for
the use case of detecting
whether people driving are
drowsy or fatigued.

Purpose of technology was for
use in education for predicting
or assessing students’ and/or
teachers’ emotional states.

Purpose of technology was for
the use case of healthcare, or
within hospitals, specifically
for patients’ wellbeing or
mental healthcare.

Purpose of technology was to
improve workplace wellbeing.
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Example from Corpus

“the most intimate exploited data sources” [4]

“Privacy issues are usually a concern when storing
proprietary data” [101])

"This work aims to bring data privacy and emotion
recognition together into a synonymous and
simultaneous system that predicts human emotions
using technology without the expense of handing out
proprietary information on any individual" [15]
“However, speech recordings are a rich source of
sensitive personal information” [131]

“Compared with visual data, speech signals have
proven more difficult to anonymize” [40]

“Moreover, many people are not comfortable sharing
their personal images for emotion-aware applications.
(62]

>

“The purpose of this work is to empower smart
speaker VA users to protect their private emotion
information.” [155]

"...estimating the drowsiness of drivers, which is the
cause of 1000s of fatal crashes each year." [4]

"Notably, continuously worn wearable sensors enable
researchers to collect egocentric speech data to study
and assess real-life expressed emotions, offering
unprecedented opportunities for applications in the
fields of assessive agents, medical diagnoses, and
personalized education." [56]

"Speech emotion recognition (SER) has attracted
growing attention due to its beneficial role in building
human-centered context-aware intelligent systems in
many fields, such as customer support call review and
analysis, mental health surveillance, multimdea
retrieval, and smart vehicles." [160]

"...we can enhance the work environment in offices
post-pandemic..." [41]



Code
Limitations of
approach
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Subcode

Could be more
personalized

Data source
agnostic

Doesn’t
account for
noise

Hardware
requirements

Issues with
annotation
methods

Issues with
training data

Issues with
validation
approach

Lower

performance

Not enough
data

Not
generalizable

Chowdhary et al. 2025

Table 7: Codebook (cont.)

Definition

Explicit discussion of the
limitations of the approach that
papers developed, whether
related to privacy protection or
not.

References to a limitation of
the approach being a lack of
personalization for the data
subject’s privacy preferences.
Explicit references to a
limitation of the approach
being agnostic of data sources

References that approach does
not account for noise in the
data. Also includes description
of the sources of noise
References to a limitation of
the approach being that it
requires certain hardware —
often expensive or difficult to
acquire hardware.

References to a limitation of
the approach being that there
may have been issues in the
annotation of training data.
References to a limitation
related to the training data.

References to a limitation of
the approach being, broadly,
issues with the validation

References lower performance
or accuracy of emotion
recognition compared to a
non-privacy-preserving model.
References approach’s
limitations being linked to a
lack of enough input data.

Approach cannot be
generalized beyond the
training dataset used to broader
datasets or even contexts.

1119

Example from Corpus

“In the future, we plan to discuss personalized privacy
with an adaptive noise scale of LDP mechanisms that
are tailored to each client’s privacy preference.” [114]

“The proposed model requires that the input data have
spatial and temporal components. However, the model
is data source agnostic. Users of the proposed model
may need to be aware of the inheritance of noise from
data sources as it might have some negative influence
on the network, and subsequently on its properties.”
“We recognize that this methodology is prone to noise
and renders diminished nuance, but it is practically
viable for in-the-wild driving contexts” [27]

“However, our running times were obtained using
powerful machines and much work is needed to make
these protocols practical in constrained computing
devices.” [4]

“The main limitations of this research stem from the
use of a screening survey as the ground truth for
depression..” [158]

“The model does not work hundred percent of the time
as there are certain issues with the training data that
we have used. The FER2013 dataset is overly biased
towards happy and sad images as it has those images
in maximum.” [125]

“Our experimental studies do not have control groups.
These groups can help us validate the functionality of
the wearable devices and provide information based on
the condition of the volunteers.” [36]

“We further show that the improved privacy comes at a
cost of a minor utility loss for the target application.”
[56]

“The main limitations of this research stem from the
use of a screening survey as the ground truth for
depression and the limited quantity of voice clips in
the EMU dataset.” [158]

“Our dataset contains a preliminary study of
in-the-wild driver emotions. Our dataset contains
multiple caveats that affect the model’s
generalizability: imbalanced emotion class labels, not
all registered participants drove multiple sessions, and
heterogenous in-the-wild data acquisition setting. To
not overfit specific participants, we decided to report
the results on a leave-one-participant-out
cross-validation and were able to show that the model
outperforms baselines.” [27]



Technical Solutions to Emotion Al’s Privacy Harms: A Systematic Literature Review

Code
Limitations of
approach

Privacy
concerns

Subcode

Not robust

Not tested for
diverse data
subjects

Centralizing
distributed data

Cyber-attacks

Inherent
privacy
concerns
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Table 8: Codebook (cont.)

Definition

Explicit discussion of the
limitations of the approach that
papers developed, whether
related to privacy protection or
not.

Reference that accuracy
decreases when environmental
conditions change or when
noise is introduced, etc.

Approach not tested for
accuracy with a broad set of
data subjects ranging in
ethnicity, neurodiversity, etc.

Explicit or implicit descriptions
of the privacy concerns related
to emotion Al that the
approach is seeking to address.
Explicit descriptions of the
centralization of distributed
input data as creating other
privacy concerns — like the
potential for data to be leaked.
References to a concern of
cyber-attacks or other ’attacks’
on input data.

Descriptions of some privacy
concerns as "inherent" to
emotion Al - attributed to the
overall goal and nature of
emotion Al not specific
architectures (like the
centralization of distributed
data).
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Example from Corpus

“We also found that the accuracy of time series
emotion prediction depends on the specific time period
in a day” [99]

‘The challenges discussed so far, especially user
variability and sensitivity to emotion artifacts,
constrain the practical applicability of our system.
While the user dependence can only be addressed
through an extensive evaluation to accommodate
substantial user variations or a calibration step in the
adaptive model, Expressear shows success, albeit
limited in modeling facial AUs in mobile scenarios.
However, the inconsistency in the noise introduced by
different mobile settings eliminates the possibility of
building a ’one-fits-all’ model.” [163]

“Although EyeSyn embodies several psychology
findings in the literature, its current design cannot
fully replicate the complex mechanisms of human
visual processing to synthesize eye movements for all
subject groups. For instance, people with
neurodevelopmental or mental disorders, such as
autism spectrum disorder, schizophrenia, or social
anxiety disorder, may exhibit atypical eye movement
patterns in social interactions...” [86]

“Existing SER approaches are largely centralized,
without considering users’ privacy.” [160]

“In fact, recent reports highlight how the increasing
use of ambulatory devices is creating new
opportunities for cyberattacks, such as identity theft by
using another person’s voice to fool voice
authentication systems and impersonation attacks via
utilizing speech synthesis or voice conversion to fake
another person.” [131]

“In contrast to conventional facial expressions that are
visually obvious to humans, micro-expressions are
involuntary and transient facial expressions, commonly
manifested involuntarily when we aim to withhold our
emotions. Advanced micro-expression recognition
techniques exist that can reveal the genuine emotions
that people attempt to conceal, thus threatening
individual emotional privacy, as fundamental human
rights would dictate that one should have a choice
what emotion is being shown or not shown.” [96]
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Code
Privacy
concerns

Subcode

Intrusive mode
of data
collection

Risk of
inferring
sensitive
information
from data

Threat of
exploitation

Threat of
exploitation for
advertising

Threat of
identity theft

Threat of
malicious actor
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Table 9: Codebook (cont.)

Definition

Explicit or implicit descriptions
of the privacy concerns related
to emotion Al that the
approach is seeking to address.
Descriptions of certain modes
of input data collection as
intrusive and therefore
creating privacy concerns.
Descriptions of a specific
privacy concern being the risk
of input data being used to
infer information papers
explicitly characterize as
sensitive.

Input data could be exploited
for malicious purposes.

Emotion Al input data will be
exploited for targeted
advertising.

Emotion Al input data could be
used for stealing the identity of
a data subject.

General or specific references
to malicious actors who may
want to use emotion Al input
or output data for malicious
purposes.
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Example from Corpus

“Body-worn physiological sensors are intrusive, while
facial and speech recognition only capture overt
emotions.”

“Since the physiological data from the mentioned
sensors contain private data, they can also lead to
privacy threats by exposing highly sensitive
information. To address this issue, we combine
differential privacy and federated learning approaches
with multi-task learning to efficiently recognize the
user’s mental stress while perturbing private user
identity information.” [24]

“Thus, malicious users who gain unauthorized access
to non-anonymized speech can potentially misuse PII
from this signal, facilitating attacks on other systems
and causing safety risks.” [131]

“As for companies’ motivation to collect this
information, the work of Lerner et al. and many others,
emotion has a profound impact on decision-making.
Authors at The Atlantic noted these trends in speech
emotion recognition patents amongst technology
companies and came to a reasonable conclusion: these
technologies could be applied for targeted advertising
based upon a user’s emotions.” [155]

“In fact, recent reports highlight how the increasing
use of ambulatory devices is creating new
opportunities for cyberattacks, such as identity theft by
using another person’s voice to fool voice
authentication systems and impersonation attacks via
utilizing speech synthesis or voice conversion to fake
another person.” [131]

“However, speech data contain vulnerable information
that can be used maliciously without the user’s
consent by an eavesdropping adversary.” [9]
“Unauthorized, unaccountable exposure of emotion
information is a real concern beyond just commercial
use cases. In government, affective computing is
beginning to influence law enforcement activities. In
recent years, United States law enforcement has
dramatically increased subpoenas for user interaction
recordings from smart speaker companies to assess
individuals’ mental states.” [155]



Code
Conceptualizing
privacy

Subcode

Data
ownership

Ability to
withhold

information

Not being able
to see others’
data

Preserving
individuals’
data
sovereignty
Prevent others’
use of data
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Table 10: Codebook (cont.)

Definition

Statements that implicitly or
explicitly reflect the
conceptualization of privacy
being operationalized in the
paper.

Explicit statements that
associate privacy with
individuals’ ownership over
data.

Privacy is being able to
withhold information from
others

Implicit or explicit statements
that define privacy as a data
subject not being able to see
other data subjects’ data.

Privacy involves preserving
individuals’ ability to decide
what does and does not happen
with their data.

Privacy is preventing use of
data.
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Example from Corpus

“The idea is that training data can remain with the data
producers, which improves privacy and ownership,
while the model is shared between multiple users” [41]

“In this paper, we focus on safeguarding individual
emotional privacy against automated micro-expression
spotting and recognition tasks. Micro-expressions are
emotions that humans intentionally suppress. Thus,
humans will feel their privacy is violated in automatic
algorithms, such as those increasingly deployed in
social media platforms, can recognize their
micro-expressions through the shared videos.
Essentially, this notion of privacy is in terms of
ensuring micro-expression mis-classifications, and thus
withholding the true emotion currently felt by the
human.” [96]

“For privatizing the user’s identity while preserving
stress recognition accuracy, we adopted a multi-task FL
approach that can effectively improve the performance
of stress recognition while limiting the risk of inferring
sensitive information from the training model since the
client does not want to be exposed to the cloud service
provider” [24]

“Often, the identity of individuals gets revealed
through images or videos without their consent, which
affects their privacy” (Agarwal et al. 2020)

“Intuitively, our goal is to protect the privacy of users’
facial expressions. The approach used is to modify the
facial expression image datasets in a small and
imperceptible way before they are released so that the
facial expression recognition models trained on these
facial expression images learn the wrong features
about the user’s facial expressions such as happy,
which look like other expressions. The model considers
it to be successful because it correctly identifies the
modified emoji image sample (happy) as a happy label.
By this method, we successfully block the recognition
of user’s facial expressions by unknown facial
expression recognition models and protect the privacy
of users.” [176]
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Code
Why address
privacy

Subcode

Ethical
affective
computing

Increase trust
in systems

Infringing on
personal
freedoms

Invoking
legislation

Lack of consent

Risks versus
benefits to user

To enable
large-scale
applications

To show
privacy-
preserving and
accuracy as
mutually
compatible
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Table 11: Codebook (cont.)

Definition

Statements that offer
motivations for addressing
privacy concerns.

Statements addressing privacy
concerns as part of a larger
goal for ethical affective
computing or that frame
privacy concerns as ethical
concerns.

Statements addressing privacy
as part of increasing trust in
emotion Al or to address data
subjects’ skepticism or
hesitation around emotion AL

Statements that characterize
emotion Al as creating privacy
issues through infringing on
personal freedoms

Statements that invoke
legislation as part of
motivation to address privacy
issues with emotion Al
Statements that highlight
nonconsensual collection of
input data as a major privacy
concern that needs to be
addressed.

Statements that motivate
addressing privacy in order to
balance the risks and benefits
to users.

Statements that motivate
addressing privacy in order to
be able to develop larger-scale
emotion Al — or references to
the small data problem.
Statements that motivate
addressing privacy to
demonstrate that it’s possible
to build a privacy-preserving
and accurate emotion Al
system.
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Example from Corpus

“Privacy issues are usually a concern when storing raw
proprietary data. In this paper, we want to propose a
way to overcome this important ethical problem.” [101]

“The findings from this study can lay a foundation
towards trustworthy speech-based technologies or
accessible MH diagnosis, monitoring, and prevention.
MH-preserving speech anonymization can reduce
public resistance towards ambulatory technologies and
can potentially decrease user skepticism in data
sharing, since users can consent in sharing only the
anonymized speech.” [131]

“However, concerns about privacy loss and consent
issues arise due to the use of facial emotion recognition
in such public applications. For example, in public
spaces like shopping malls, airports, or city streets,
individuals may be subject to emotion recognition
without their explicit knowledge or consent. This
covert surveillance can be seen as an infringement on
personal freedoms and a potential misuse of personal
data. The gathering and analysis of emotional data
without consent can be likened to eavesdropping on
personal sentiments, potentially leading to situations
where information could be used manipulatively or
commercially without the individual’s awareness.”
[155]

“It abides by the data protection laws such as EU
General Data Protection Regulation (GDPR) and
California Consumer Privacy Act (CCPA).” [24]

“The widespread use of devices, including cameras,
smartphones, short video applications, and facial
scanning systems, has enabled the collection of
people’s facial emotion data without their awareness
or consent.” [176]

“While these models show benefits for detecting
various medical conditions from the time-series data
(e.g., stress detection), the risk of undermining the
privacy of users’ data outweighs the sheer benefits
attained from these models.” [12]

“Also, due to privacy concerns, depression labeled
voice datasets often have a limited number of
participants.” [158]

“Instead, our aim is to show that the computations
needed to train and use such regression models can be
performed in a fully PP way, i.e. so that none of the
parties involved has to disclose its data to anyone else
in an unencrypted way.” [4]
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Code
Technical
approach
rationale

Subcode

Allows better
analysis of data

Approach
compatible
with type of
data

Can handle
different data
streams

Balancing
privacy and
accuracy

Performs as
well as
non-privacy-
preserving

Does not
transfer
sensitive data

Enhances data
security
No third party

Fewer resource
constraints
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Table 12: Codebook (cont.)

Definition

Statements that motivate the
specific approach(es) used in
the paper and justify their
selection.

Approach is successful and
good because it enables better
analysis of input data.

Approach is successful is
compatible with the type of
input data being analyzed.

Approach can handle many
different data streams of
different types.

Approach enables
simultaneous high privacy
protection and high accuracy.

Their approach is successful
because it performs as well
(accuracy-wise) as a

non-privacy-preserving model.

Approach does not transfer
data deemed to be sensitive
(often input data) to other
servers, where it could be
exposed. “Federated Learning
(FL) is particularly suitable for
this purpose thanks to its
unique characteristic of
collaboratively training
machine learning models
without sharing local data and
compromising users’ privacy.’
[160]

Approach enhances the
security of input data.
Approach does not require
third party services, which
makes it more secure and
privacy-preserving.

Approach does not require as
many resources (like powerful
computers).
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Example from Corpus

“More precisely, modeling AUs and affect reports as a
whole network system will allow measuring
network-centric properties which will augment and
complement traditional measurement techniques such
as statistical analysis. It will also allow us to
incorporate well-known findings from different fields
in affective computing.” (Uddin et al. 2024)

“Network science has the potential to model this type
of mixed spatio-temporal secondary affective
computing data. One of the major advantages of this
type of modeling is it allows us to model the data as a
whole system.” [161]

“More importantly, DP offers the required flexibility in
applying adequate obscuring methods to different data
streams.” [12]

“We aim to anonymize speech signals while preserving
MH information, specifically for the task of estimating
depression severity from speech.” [131]

“Our results show that by adding the adversarial
training in the Cloak framework, the injected noise can
effectively prevent demographic attributes, such as
gender, from being inferred. The prediction results also
show that the injected noise on original input data
does not decrease the emotion recognition
performance” [55]

“...it not only mitigates privacy concerns but also
enhances data security by keeping data localized” [43]
“Hence we recommend a feature set without sensitive
data and where all features are preferred to be locally
computable and third-party API independent.” [27]

“Using a hybrid Split Federated Learning model that
overcomes the resource constraints of Federated
Learning and reduces the computational time of Split
Learning, we can decentralize the training process and
keep the sensitive data safe” [168]
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Table 13: Codebook (cont.)

Code Subcode Definition Example from Corpus
Technical Statements that motivate the
approach specific approach(es) used in
rationale the paper and justify their
selection.
Practical and Approach is practical and easy =~ “The use of federated learning helps us preserve the
applied to apply in real-world customer’s privacy and it provides us with effective
situations. analysis of the data. It is also a practical solution,

allowing the central model to deal with time drifts in
the data distribution of the target domain” [125]

Real-time Approach works with a “DARE-GP provides: a) real-time protection of

continuous stream of data. previously unheard utterances, b) against previously

unseen black-box SER classifiers, c) while protecting
speech transcription, and d) does so in a realistic,
acoustic environment. Further, this evasion is robust
against defenses employed by a knowledgeable
adversary.” [155]
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