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ABSTRACT
Algorithmic systems are increasingly integrated into digital ser-
vices, where they shape user experiences, mediate access to infor-
mation, and influence decision-making processes. As their societal
impact grows, the field of algorithm auditing has emerged in re-
cent years as a specialized area of study and practice focused on
examining how these systems operate and assessing their broader
impact on society. On the regulatory side, the European Union’s
Digital Services Act (DSA) introduces new obligations for digital
services, including provisions that specifically address the algo-
rithms employed by very large online platforms and search engines.
This paper seeks to establish a connection between the field of
algorithm auditing and the provisions of the DSA that specifically
address algorithmic systems. We analyze the existing algorithm
auditing literature and develop a taxonomy of study designs, defined
as structured plans used to investigate risks associated with the
use, design, and functioning of digital services’s algorithms. We
categorize these study designs based on their objectives in the broad
risk management framework of the DSA, and identify key method-
ological steps and best practices. In doing so, this paper offers a
guide for researchers, auditors, and digital services aiming to adopt
rigorous approaches to algorithm auditing within the framework
of the DSA.
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1 INTRODUCTION
Digital technologies have become deeply integrated into our ev-
eryday lives. Many of us rely on digital services to connect with
friends and family, shop for goods and services, and stay informed
on the latest news and events [5, 19, 35, 71]. Behind the scenes,
digital services employ algorithms to personalize our online expe-
riences, influencing the news we consume [7, 23], the content in
our feeds [18, 111], and the products and services we are recom-
mended [44, 54, 118]. Furthermore, these algorithms drive targeted
advertisement [104], facilitate seamless interactions [123, 124], and
enforce community guidelines [2, 75]. Consequently, the influence
of algorithms extends beyond mere convenience and affects the
choices we make, the information we encounter, and the products
we consume. This sparks concerns regarding algorithmic-driven risk,
i.e. risks associated with the use, design, and functioning of algo-
rithms. For example, the dissemination of harmful content [46, 47],
the amplification of disinformation [82, 109], the distortion of demo-
cratic processes and civic discourse [20, 61, 101], the perpetuation
of harmful biases [13, 40, 67], and the impact of algorithms on users’
mental and physical well-being [45, 77, 96].

On the regulatory side, the EU has taken a proactive stance to
address the challenges posed by algorithmic-driven risks in the
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digital landscape with the introduction of the Digital Services Act
(DSA) [34]. The DSA establishes a set of due diligence obligations to
all intermediary services that offer their services to recipients in the
EU. In particular, the DSA applies to online platforms1 and online
search engines2 employing an asymmetric approach that applies
higher standards of due diligence to services with a larger user
base3 reflecting their greater influence and potential to cause sys-
temic risks. These specific categories of digital service providers are
referred to as Very Large Online Platforms (VLOPs) and Very Large
Online Search Engines (VLOSEs)4 and are subject to a supervised
risk management framework that requires them to assess5 and ad-
dress6 the systemic risks that the use of their services and systems,
including algorithmic systems, pose to society. In this context, the
DSA identifies several algorithmic systems to which VLOPs and
VLOSEs must pay particular attention. These include their recom-
mender systems, content moderation systems, systems that apply
and enforce their terms and conditions, systems used for the se-
lection and presentation of advertisements, and their data-related
practices7.

The systemic risks identified in the DSA include the dissemina-
tion of illegal content and any risk that has a negative effect on
fundamental rights, civic discourse, electoral processes, public se-
curity, gender-based violence, minors, mental health, and physical
well-being. Many of these risks can be either exacerbated or directly
mediated by algorithmic systems. There is, in fact, a notable overlap
between the algorithmic-driven manifestations of these risks and
the concerns explored within the field of algorithm auditing, which
is specialized area of study and practice aimed at evaluating harms
emerging from the use of algorithms [6, 21, 74, 97, 113]. Algorithm
auditing encompasses a variety of methodological approaches de-
signed to examine how these systems operate, assess their impacts
on society, and identify potential biases, discriminatory outcomes,
or other unintended consequences. As such, it offers a valuable
framework for addressing the DSA’s call for comprehensive risk
assessments and meaningful mitigation strategies.

Various stakeholders, such as researchers, practitioners, affected
communities, policymakers, and industry experts approach algo-
rithm auditing from diverse perspectives, each bringing different
methodologies to the table. Previous efforts to classify algorithm
auditing approaches have predominantly focused on how data was
collected for auditing (e.g. using an API, web scraping, or synthetic
accounts) [6, 50, 97]. While this framing was appropriate in a re-
search environment defined by limited access to platform-held data,

1Article 3(i) defines an online platform as "a hosting service that, at the request of
a recipient of the service, stores and disseminates information to the public, unless
that activity is a minor and purely ancillary feature of another service or a minor
functionality of the principal service and, for objective and technical reasons, cannot
be used without that other service, and the integration of the feature or functionality
into the other service is not a means to circumvent the applicability of this Regulation;"
2Article 3(j) defines an online search engines as "an intermediary service that allows
users to input queries in order to perform searches of, in principle, all websites, or all
websites in a particular language, on the basis of a query on any subject in the form of
a keyword, voice request, phrase or other input, and returns results in any format in
which information related to the requested content can be found;"
3those with more than 45 million active recipients of their services in the EU, that is, a
number equivalent to 10% of the Union population.
4https://digital-strategy.ec.europa.eu/en/policies/list-designated-vlops-and-vloses
5Article 34 and recitals 79-85 on risk assessment
6Article 35 and recital 86-90 on risk mitigation
7Article 34(2)

the Digital Services Act (DSA) introduces a series of mechanisms
that expand the possibilities for auditing algorithmic systems, in-
cluding new data access rights for independent researchers8, a
Transparency Database that collects content moderation decisions
made by digital service providers9, and advertisement reposito-
ries10. These tools create new opportunities to generate insights on
systemic algorithmic-driven risks and invite a reconceptualization
of audit practices beyond their data collection techniques.

In addition, VLOPs and VLOSEs must undergo annual indepen-
dent audits11 to assess compliance with DSA obligations, including
those imposing to identify, analyze, andmitigate algorithmic-driven
risks. In order to carry out such compliance audits effectively, au-
dited providers must grant compliance auditors meaningful access
to their algorithmic and IT systems, including testing environ-
ments, as a necessary precondition for a valid and comprehensive
audit [32]. Such compliance audit process can involve testing and
probing digital services’ algorithmic systems. While this mirrors
practices in algorithm auditing, the availability of internal infor-
mation in a compliance context introduces the need to identify
algorithm study designs that can effectively inform the method-
ological choices of compliance auditors. This is particularly impor-
tant given that most, if not all, of the existing algorithm auditing
literature focuses on methodologies developed for external, rather
than internal, access to data and systems.

In response to these developments, our categorization departs
from prior classifications and instead organizes algorithm audit
studies according to their objectives, that is, the purposes theymight
serve within the broader risk management framework of the DSA.
This structure enables us to first define audit study designs concep-
tually, as structured plans for investigating algorithmic-driven risks,
and then discuss how such designs can be operationalized under dif-
ferent data access conditions. We therefore intentionally separated
our taxonomy from the discussion on data collection strategies to
emphasize their role as adaptable tools applicable to different study
designs. We use the narrative review [107] approach to explore rele-
vant literature and identify four categories of algorithm audit study
designs, each focused on a distinct objective: uncovering and raising
awareness of previously unknown algorithmic-driven risks (risk-
uncovering), identifying key parameters that influence algorithmic
behavior and associated risks (reverse-engineering), examining how
digital services’ interface design choices may exacerbate these risks
(interface design), and, finally, rigorously measuring the influence
of the algorithm on the risks (risk-measuring). For each category,
we outline key steps, provide methodological recommendations,
and identify best practices.

The remainder of the paper is organized as follows. In Section 2,
we position our contribution within the broader scientific literature
on algorithm auditing, situating it among ongoing efforts to catego-
rize methodologies in this field and to clarify related terminology.
Section 3 outlines our methodology, the narrative review approach,
and specify our criteria for inclusion and exclusion of related liter-
ature, and the process by which we extracted and developed the
taxonomy. Section 4 forms the core of the paper: here, we present

8Article 40
9https://data.europa.eu/data/datasets/dsa-transparency-database?locale=en
10Article 39
11Article 37
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our taxonomy of audit study designs. For each category of study
design, we describe its objectives, the actors who tend to conduct it,
its main characteristics and methodological approaches, the kind of
evidence it generates, best practices, illustrative examples from the
literature, and the related area of relevance to DSA obligations. In
section 5 we explore various strategies for data collection, outlining
their respective advantages and limitations, and we examine the
new tools introduced by the DSA in this context. Finally, Section 6
offers discussion and concluding remarks.

2 RELATEDWORK AND TERMINOLOGY
Recent work seeks to extract valuable insights from research on
algorithm auditing to identify lessons applicable to auditing in
the context of EU regulations [9, 74, 78, 79]. This paper builds on
these efforts by emphasizing the relevance of algorithm auditing
methodologies in the context of the DSA for various stakeholders,
including third-party auditors, digital services, and researchers.

The concept of algorithm auditing. As outlined in the in-
troduction, algorithm auditing involves diverse practices aimed at
evaluating the harms caused by the use of algorithms, as well as
their transparency, accountability, and fairness. Sandvig et al. [97]
were early proponents of the concept of algorithm auditing, draw-
ing on principles from social science’s audit studies, which are field
experiments designed to reveal instances of discrimination [39, 116].
They introduced study designs specifically aimed at identifying al-
gorithmic discrimination, with a particular emphasis on algorithms
used by online platforms and external access to the data and algo-
rithms under investigation. Since then, the term algorithm audit
has expanded to encompass the examination of various problematic
algorithm behaviors beyond discrimination. These social science
inspired studies are extremely relevant for our analysis as they
are very much aligned with the socio-technical evaluations [60]
(evaluations that recognize that technical considerations are insep-
arable from the social context in which the systems are designed
and operate) useful to assess the systemic risks outlined in the DSA.
We therefore borrow from the terminology used in [97] and use
the term algorithm audit study design to refer to structured plans
for investigating risks related to the use, design, and functioning of
algorithmic systems in digital services.

Related fields. The scientific literature on algorithm auditing is
closely related to that of fairness in machine learning, explainable
and interpretable AI, and red teaming for AI, the latter particularly in
the context of Generative AI. These areas share a common concern
for identifying biases and discrimination within algorithms [13, 72]
and ensuring the reliability and technical transparency of algo-
rithmic systems [36, 43, 81, 84, 95]. However, such studies often
treat algorithmic models as the primary unit of analysis, examining
internal properties, biases, and performance in a controlled experi-
mental environment [91, 103]. In contrast, we consider studies that
investigate algorithmic-driven risks stemming from models that
are integrated into digital services, which is more directly aligned
with the scope of the DSA.

The algorithm auditing ecosystem. The existing literature
distinguishes between various types of algorithm audits based on
the auditor’s relationship to the entity being audited, as well as
the level of access and cooperation involved. These distinctions are

reflected in the terminology used to classify different types of algo-
rithm audits. For example, many authors distinguish between first-,
second-, and third-party algorithm audits based on the auditor’s
independence from the audit target [21], or between internal and
external audits based on the level of access to the algorithmic sys-
tems being examined [90]. External audits are sometimes referred
to as adversarial audits [3, 31, 113], as they are conducted without
cooperation from the digital service or access to its internal data.

In this paper, we identify three key stakeholders that can benefit
from the methodological best practices outlined in our taxonomy:
researchers, third-party auditors, and digital services. Digital services
typically conduct first-party internal audits of their own algorithms.
Researchers often engage in third-party external audits. The cate-
gory of third-party auditors includes all organizations that carry
out independent audits of digital services’ algorithms, regardless of
their level of access to internal systems.

This last category includes compliance auditors. Compliance au-
dits involve independent assessments to ensure adherence to legal
obligations [17]. In the context of the DSA, compliance auditors
must assess compliance with all due diligence obligations under
the regulation. However, in this paper, we focus specifically on
provisions directly linked to the design and functioning of a plat-
form’s algorithmic systems. Indeed, such compliance audits may
incorporate algorithmic audits similar to those discussed in this
paper [32].

3 METHODOLOGY
We used a critical narrative review methodology, as defined by
Sukhera et al. [107], to examinemethods for investigating algorithmic-
driven risks in digital services. We selected this approach for its
flexibility and interpretative nature, which allowed us to incorpo-
rate a wide range of studies including grey literature such as reports
and news articles. This narrative review was conducted through a
structured process organized into five key phases:

(1) Development of interpretative framework. Our review
is grounded in the DSA, with a focus on its provisions related
to algorithmic systems and the associated risks, particularly
those outlined in Article 34 on Risk Assessment. This article
identifies four key algorithmic-driven risk factors: platform
recommender systems, content moderation systems, ad se-
lection algorithms, and platform design. These factors con-
tribute to risks such as the spread of illegal content, harm
to fundamental rights, civic discourse, elections, public se-
curity, gender-based violence, public health, protection of
minors, and the person’s well-being. This framework guided
our selection and synthesis of relevant literature.

(2) Identification of relevant studies.We began by identify-
ing seminal papers on algorithm auditing12 and relevant key-
words related to DSA risks and algorithmic factors. We then
used these to refine our search queries on Google Scholar and
Scopus, and supplemented our search by incorporating the
references of identified papers (including relevant grey liter-
ature references). This process generated a comprehensive
corpus of 300 studies that formed the basis for our analysis.

12such as surveys of relevant algorithm auditing methodologies
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(3) Screening for relevance.We collected basic metadata, in-
cluding abstracts, to conduct a manual relevance screening.
We applied two criteria to select papers for full-text review:
the study had to present a methodology for investigating
algorithmic-driven risks in digital services or provide a con-
crete example of such an investigation. A total number of 40
papers were included in the master corpus for full review.
All authors participated in this screening process, and we
held regular meetings to discuss and resolve any borderline
cases, ensuring a consensus on the selected papers.

(4) Full-text review and reference mining. Each paper in the
master corpus underwent a full-text review, during which
reviewers filled out a review form capturing key insights,
methodological strengths, and limitations. Additionally, ref-
erence mining was conducted by identifying potentially rele-
vant papers from the references cited in the reviewed studies.
These additional papers were incorporated into the master
corpus to ensure comprehensive coverage.

(5) Final analysis and synthesis. This process comprised a
series of meetings where all authors discussed key findings
of their individual analyses, focusing on identifying over-
arching themes, methodological trends, and summarizing
insights. As a result of our analysis, we introduce a novel
taxonomy that systematically organizes these methodologies
(§4).

4 TAXONOMY OF STUDY DESIGNS
The taxonomy focuses on algorithm audit study designs, defined as
structured plans to investigate risks associated with the use, design,
and functioning of digital services’ algorithms. The proposed cat-
egorization is based on the purpose that each study design might
serve within the broader risk management framework of the DSA.

We present an overview of the four main categories in our taxon-
omy (Table 1): 1) risk-uncovering studies, whose focus is on uncov-
ering and raising awareness on previously unknown algorithmic-
driven risks 2) reverse engineering studies, whose focus is on un-
derstanding the functioning of the algorithms integrated into dig-
ital services, 3) interface design studies, whose focus is on risks
stemming from digital service’s interface design choices, and 4)
risk-measuring studies, whose focus is on quantitatively ascertain-
ing algorithmic-driven risks. Each category is explored through
its main steps, best practices, and illustrative examples, as well
as its relevance to the DSA and how it can support researchers,
third-party auditors, and digital services.

Although the identified categories provide a structured approach
to investigate algorithmic-driven risks, different stakeholders can
adapt and combine them to achieve a more comprehensive assess-
ment of a specific algorithmic-driven risk. For instance, a risk-
measuring study often builds upon the findings of a risk-uncovering
study, which has identified a new risk associated with the use of
an algorithmic system, and is further informed by the insights
gained from a reverse-engineering study, which can identify the key
functionalities driving the algorithm’s behavior. Alternatively, a
risk-measuring study designed to measure the effect of a specific
design feature on users would typically build on a interface design

study that would have identified this feature as potentially prob-
lematic. Therefore, the proposed taxonomy should be viewed as a
flexible framework, comprising modular components that can be
combined and tailored to examine algorithmic-driven risks.

4.1 Risk-uncovering study
Definition and scope. The risk-uncovering study employs an
investigative approach to identify and expose risks stemming from
the use, design, and functioning of digital services as experienced by
users in real-world usage, with the objective of raising awareness
of previously unknown harmful behaviors of algorithmic systems.

Who usually conducts it and why. These studies are usually
carried out by investigative journalists, civil society organizations,
and impacted communities or individuals. Risk-uncovering studies
often serve as a foundational step in the broader process of evaluat-
ing algorithmic-driven risks, aiding in the discovery of “unknown
unknowns".

Main characteristics and approaches. Unlike other types of
audit studies, which investigate a particular risk that has been al-
ready identified beforehand, this audit type is triggered by a chance
encounter or unexpected observation by users as they interact
with algorithmic systems in real-world settings (also known as
situated use [100, 106]), leading to the discovery of previously un-
known algorithmic-driven risks. We have identified two types of
risk-uncovering studies in the literature that differ in their level of
organization:

• User-driven audit. A bottom-up and user-driven approach
where individuals or groups of users engage in an audit
following an incidental exposure to problematic algorithmic
behavior in their everyday use of the service. These are
spontaneous (collective or individual) efforts to hypothesize
and test an observed algorithmic behavior during the course
of their ordinary interactions with the service13.

• Investigative report. A detailed and in-depth examination
of a specific issue, event or situation, typically involving
potential misconduct, wrongdoing or unethical practices.
These reports are often conducted by civil society organi-
zations such as investigative journalists, NGOs, advocacy
groups, and community-based organizations. This type of
investigation can be organized and systematic.

Type of evidence generated. Risk-uncovering studies generate
evidence that varies in scope and rigor, ranging from anecdotal
accounts of personal experiences and testimonies from users to
rigorous, quantitative and qualitative evidence gathered through
systematic investigation. At one end of the spectrum, anecdotal
accounts provide valuable insights into problematic algorithmic
behaviors, while at the other end, investigative reports conducted
by journalists or organizations offer a more comprehensive and
rigorous examination of systemic issues. Regardless of the level of
rigor, this evidence is crucial in identifying previously unknown
risks, harmful algorithmic behaviors, or unintended consequences
associated with algorithmic systems.

13This subcategory of our taxonomy is inspired by the work of Shen and col-
leagues [100]
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Table 1: Overview of the proposed taxonomy

Name Objective Typical evidence Main areas of relevance
to DSA obligations

Resources
analyzed

Risk-uncovering
study

Uncover and raise
awareness of previously
unknown VLOPs and
VLOSEs algorithmic-driven
risks.

Qualitative and quantitative
evidence in the form of news
articles, reports, and blog
posts, ranging from anecdo-
tal accounts to systematic
analyses.

Obligations related to risk
identification, analysis and
mitigation: Art. 34 and 35

[14, 16, 27, 30,
46, 47, 56, 59,
86, 93, 100,
102, 109]

Reverse engineering
study

Understand VLOPs and
VLOSEs’ algorithmic sys-
tem’s internal parameters,
functionalities or processes.

Quantitative evidence of
the functionalities and
processes of VLOPs and
VLOSEs’ algorithmic sys-
tems.

Obligations related to
profiling and transparency:
Art. 26(3), 28(2), 27, and 38

[1, 4, 10, 55,
57, 58, 99, 117,
119]

Interface design
study

Critically assess and identify
User Interface (UI) and User
Experience (UX) design ele-
ments that might exacerbate
algorithmic-driven risks.

Qualitative evidence in the
form of expert assessments
and insights on user experi-
ence and behavior.

Obligations related to the
identification, analysis and
mitigation of risks stem-
ming from UI and UX design
choices: Art. 34 and 35.

[26, 28, 64, 76,
80, 120, 121]

Risk-measuring
study

Systematically and rigor-
ously measure and under-
stand VLOPs and VLOSEs
algorithmic-driven risks.

Quantitative and statisti-
cally robust evidence on
the impact of VLOPs and
VLOSEs’ algorithmic sys-
tems on specific risks.

Obligations related to risk
identification, analysis and
mitigation:
Art. 34 and 35.

[22, 37, 48, 49,
51–53, 85, 87,
89, 92]

4.1.1 Main steps and best practices. Building on the steps outlined
in [100], we identified three key stages of the risk-uncovering audit
study:

(1) Initiation. Individuals or groups encounter instances of
harmful algorithmic behavior while using the digital service.

(2) Hypothesizing and testing.
• User-driven audit. Users respond to observed behavior
by forming folk theories [25, 29, 42] which are informal,
intuitive explanations of how the algorithm works, based
on anecdotal evidence or intuition. Unlike scientific hy-
potheses, these folk theories are not systematically devel-
oped or tested, but rather emerge and are tested through
users’ everyday interactions with the system. Such testing
usually lacks systematic rigor, as it is not guided by any
experimental design.

• Investigative reports. The process may involve a com-
bination of data analysis, expert interviews, user testimo-
nials, or an examination of the algorithm’s design and
implementation.

(3) Awareness raising.14

• User-driven audit. Initiators share their findings with
others through platform channels or community spaces.
News and media sources may become aware of the audit
and publish articles highlighting the issues it uncovers.

• Investigative reports. A news article or a report outlin-
ing the findings is published and shared with the public.

14The awareness raising and hypothesizing and testing steps may occur simultaneously
or in an iterative fashion as more information is progressively uncovered and shared.

4.1.2 Illustrative examples. An example of a user-driven, bottom-
up audit of the algorithmic system utilized by Booking.com to rate
businesses based on user reviews is presented in [30]. In this case,
the platform’s users observed that the algorithm had a tendency
to inflate low review scores (step 1), prompting them to hypoth-
esize and test its behavior submitting varied scores (step 2), and
ultimately raising awareness about the perceived bias by strate-
gically modifying their review practices (step 3). An example of
investigative reports are the risk-uncovering studies carried out by
the Wall Street Journal and Bloomberg on TikTok’s recommender
system and its impact on children’s mental health [14, 108]. In this
case, journalists became aware that TikTok’s recommender system
seemed to create rabbit holes of potentially harmful content for
children and teenagers (step 1). This prompted them to hypothe-
size and test the algorithm behavior through the use of automated
accounts [108], and interviewing experts and impacted users [14]
(step 2), leading to the publication of a series of news articles aim-
ing at raising awareness on the problem to the general public (step
3).

4.1.3 Main areas of relevance to DSA obligations. The findings of
risk-uncovering studies can increase the understanding of algorithmic-
driven risks for various stakeholders in the DSA ecosystem. Specif-
ically, researchers can leverage these findings to identify areas
for further systematic evaluation and pinpoint the most impacted
groups. Digital services can also benefit from the findings of these
studies to identify their blind spots. They can also facilitate end-user
engagement through design interventions that foster user discus-
sion and participation [62, 100]. Additionally, by actively recruiting
and guiding users in these exercises, digital services can tap into
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their collective insights and experiences, ultimately leading to more
comprehensive and effective risk management (Art. 34 and 35).
Lastly, third-party auditors can also leverage these findings to
ensure that uncovered risks are addressed in VLOPs and VLOSE’s
annual risk assessment reports (Art. 34) and assess the effectiveness
of proposed mitigation measures (Art. 35).

4.2 Reverse engineering study
Definition and scope. The scope of a reverse engineering study
involves uncovering and analyzing the internal mechanisms and be-
haviors of digital services’ algorithmic systems integrated in digital
services without direct access to the underlying code or model. It fo-
cuses on understanding how the system processes inputs to produce
outputs by systematically manipulating variables and observing the
effects. This process often follows a rigorous experimental design
and employs statistical tests to measure and validate the resulting
insights. This step is often necessary to gain a deeper understand-
ing of the algorithmic system and later characterize its role in the
emergence of algorithmic-driven risks (risk-measuring audits, §4.4).

Who usually conducts it and why. This type of study is typi-
cally conducted by researchers. Their objective is often to identify
crucial factors to be controlled in subsequent experiments designed
to measure associated risks (§4.4).

Main characteristics and approaches. There are two types of
approaches to reverse engineering audits:

• Black-box approach. Auditors treat the algorithmic system
as a black box, observing only its input-output behavior.
They conduct controlled experiments by varying specific
inputs or attributes (e.g., location) to understand how these
changes affect the algorithm’s behavior (e.g., search result
rankings).

• Grey-box approach. Auditors have partial knowledge of
the system’s internal workings. By using their domain ex-
pertise, available documentation, and any accessible internal
information, they make informed guesses about the interme-
diate steps and processes in the algorithmic pipeline. They
then perform controlled experiments to manipulate these
intermediate components, helping to identify which one is
responsible for the observed behavior.

Type of evidence generated. Reverse-engineering studies gen-
erate evidence that helps the auditor understand the algorithmic
system’s behavior and decision-making processes. Such evidence
involves measurable data from controlled experiments, such as the
impact of specific inputs on outputs. This evidence can be statis-
tically rigorous, especially when supported by hypothesis testing
and other statistical analyses to validate findings.

4.2.1 Main steps and best practices.

(1) Scope determination Define the scope of the study by
selecting the digital service and its specific features or func-
tionalities under investigation.

(2) Hypothesis formulation
• Black-box reverse engineering audit. Formulate hy-
potheses on the impact of certain attributes/inputs on the
algorithmic system’s behavior.

• Grey-box reverse engineering audit. Formulate hy-
potheses about the potential relationships between spe-
cific intermediate processes or components and the algo-
rithmic system’s behavior.

(3) Experimental design definition. Plan and design experi-
ments to test the formulated hypotheses by identifying the
variables to manipulate and the methods for controlling and
varying inputs, in particular:
• Measured outcome. Identify the most appropriate at-
tribute that measures system’s behavior (e.g., changes in
recommendations).

• Treatments. Identify the specific inputs to manipulate
(e.g., user interactions, targeting attributes) to measure
their effect on the system behavior (measured outcome).

• Confounding variables. Identify and control variables
that might correlate with both the input being manipu-
lated and the system’s behavior, potentially leading to
misleading conclusions. For example, if you are testing
how user interactions influence recommendations, user
demographics might be a confounding variable, as they
could influence both the interactions and the recommen-
dations.

• Baseline comparisons and noise variables. Establish
control scenarios (e.g., non-interacting profiles) to differ-
entiate systematic behavior from random fluctuations.

(4) Data collection. Define the data collection strategy, mainly
defining which methodology is best to access the necessary
information for the study.
• Define data to be collected based on your experimental
design.

• Select data collection strategy (see §5).
(5) Data analysis.

• Choose metrics that accurately capture changes in system
behavior to effectively test the hypothesis.

• Use statistical tests or modeling to confirm/reject hypothe-
ses.

4.2.2 Illustrative examples. In black-box reverse engineering stud-
ies, researchers focus on observable behavior without internal
knowledge of the system. For example, Boeker et al. [10] examined
how user interactions (language, location, and video engagement)
influence TikTok’s "For You" page recommendations (step 1). They
hypothesized that these interactions would significantly impact the
content users receive (step 2). To test this, they designed an experi-
ment using twin user profiles, controlled for confounding factors
(step 3), and collected data on recommended posts using automated
accounts (step 4). They found that the "following" action had the
strongest influence on recommendations (step 5). In contrast, grey-
box reverse engineering involves some internal knowledge of the
system. For instance, Andreou et al. [4] investigated Facebook’s ad
transparency focusing on the "Why am I seeing this?" feature and
Ad Preference Page (step 1). They hypothesise that the ad targeting
process involved data inference, audience selection, and user-ad
matching and that some targeting attributes might be omitted in
Facebook’s explanations (step 2). They designed and conducted ex-
periments using a browser extension and controlled ad campaigns
to collect data on ad explanations and targeting attributes (steps
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3-4) evaluating the alignment between explanations and internal
ad targeting processes (step 5).

4.2.3 Main areas of relevance to DSA obligations. For researchers,
these studies offer a better understanding of system operations,
guiding experimental designs to evaluate risks associated with
VLOPs and VLOSEs. For example, if location affects search rank-
ings, researchers can test if this creates filter bubbles in different
regions.Third-party auditors can use reverse engineering studies
to ensure platforms meet transparency obligations. This includes
verifying whether declared parameters align with actual targeting
practices (Article 26 (d)), evaluating user control over ad parame-
ters, and checking compliance with rules on targeted advertising
for minors (Article 28(2)). Additionally, such studies can help as-
sess whether the parameters in recommender systems declared
by a platform actually match the true decision-making process
(Articles 27(1) and 27(2)(a)) and if non-profiling options are truly
non-personalized (Article 38).

4.3 Interface design study
Definition and scope. The interface design study critically ana-
lyzes and interprets digital services’ User Interface (UI) and User
eXperience (UX) design elements. It explores how design decisions
influence user behavior and, in turn, shape the inputs fed into the
platform’s algorithms. By affecting algorithmic processes these
user facing-elements potentially contribute to algorithmic-driven
risks.15

Who usually conducts it andwhy. Interface design studies are
typically conducted by practitioners in the field of human-computer
interaction, which builds upon psychology, design theory and field
observations with users [68]. Such socio-technical perspective helps
to understand the subtle cues, prompts and feedback mechanisms
that can shape user behavior, often in ways that are not immediately
apparent.

Main characteristics and approaches. Interface design studies
analyze the outcomes of digital services’ technology affordances [24,
41, 94]. Technology affordances are action possibilities that are en-
abled and facilitated by the design of the interface [41, 83]. Studying
such affordances allows experts to conceptualize at a level above
specific features [83] and analyse how design influences user behav-
ior and related algorithmic-driven risks. For instance, the introduc-
tion of the angry emoji reaction by Facebook in 2016 (the feature)
enabled a new form of engagement with posts which facilitated
users’ expression of anger (the affordance). This expanded the range
of engagement metrics for which the recommender system could
optimize, potentially increasing algorithm-driven polarization (the
negative outcome) [73].

Type of evidence generated. A interface design study primar-
ily generates qualitative evidence that focuses on the impact of
design choices on user behavior and algorithmic-driven risks. This
evidence includes expert assessments of the platform’s UI and UX
elements.

15It is important to note that certain design features, including some types of deceptive
dark patterns [69], may also pose risks that are not algorithmic in nature. While the
audit of such design features exceeds the scope of this article, future research could
examine the best practices for interface audits in a more comprehensive manner,
building on foundational work such as [70].

4.3.1 Main steps and best practices. We identified three steps inte-
gral to the interface design study:

(1) Scope definition. Define the scope of the study by iden-
tifying the specific digital service and design artifact to be
investigated (e.g. TikTok For You Feed, YouTube comment
section).

(2) Affordance identification. Explore the design artifact un-
der study and identify the affordances enabled by its design
elements. This analysis may involve examining screenshots
and page segments.

(3) Outcome assessment. Critically assess whether the affor-
dances identified lead to potential negative outcomes. This
can be achieved in several ways, such as through expert
assessments, interviews with users and designers, or lab
studies where researchers observe users interacting with an
interface.

4.3.2 Illustrative examples. Munn et al. [80] examined howYouTube’s
comment section design (step 1) facilitates online discourse polar-
ization. They identified five key affordances and interface elements
that encourage leaving provocative comments: comments can be
upvoted or downvoted, downvoting does not lower the number
of upvotes, the most engaged-with comments appear at the top of
the comment section of every video, comments can be left anony-
mously, and the absence of a reputation system to reward users
leaving high-quality comments (step 2). They then evaluated that
such affordances encourage the practice of leaving provocative,
controversial, and generally polarizing comments, as they tend to
receive more engagement and are thus showcased at the top of the
comment section, creating a feedback loop that fosters toxic and
polarizing discourse online (step 3). A similar study [64] employed
user surveys to study how YouTube Up next recommendations fea-
ture (step 1), enables unplanned discovery of videos that users
might find interesting (step 2), enabling platforms to gather more
engagement data on users, and having a negative impact on users’
sense of agency (step 3).

4.3.3 Main areas of relevance to DSA obligations. The interface
design audit plays a crucial role in understanding and assessing the
impact of user interface (UI) design patterns and affordances on user
behavior. Researchers can use this type of study to identify which
digital service’s design elements contribute to systemic risks and
inform the design of subsequent experiments that quantitatively
assess such negative effect (for example using a risk-measuring
study, §4.4). The insights gained from these studies can also help
third-party auditors create evidence to evaluate whether digital
services are compliant with obligations related to risk assessment
(Article 34) and risk mitigation (Article 35). For digital services
themselves, conducting a interface design audit can be part of their
risk assessment processes, allowing them to identify and address
any negative outcomes resulting from their service design (Article
34).

4.4 Risk-measuring study
Definition and scope The scope of a risk-measuring study in-
volves identifying, measuring, and analyzing algorithmic-driven
risks in digital services, such as amplification of misinformation or
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algorithmic pathways to radicalization. Typically, the risk-measuring
study takes place after a potential risk associated with the use of
an algorithmic system has been identified, for example by a risk-
uncovering study (§4.1), and after gaining some knowledge on the
algorithmic system functionalities and processes by, for example,
conducting a reverse-engineering study (§4.2).

Who usually conducts it and why Risk-measuring studies
are typically conducted by researchers that aims to quantitatively
ascertain the impact of digital service’s algorithmic systems on a
specific risk.

Main characteristics and approaches The risk-measuring au-
dit may involve conducting experimental and observational studies.

• Experimental studies the auditor design an experiment
that involves interaction with the algorithmic system, aiming
to assess its impact on systemic risks, such as testing the
system’s behavior under various scenarios.

• Observational studies the auditor analyzes the historical
data on the algorithm’s behavior, without interacting with
the algorithmic system’s operation.

Type of evidence generated The risk-measuring audit study
aims to provide quantitative and statistically robust evidence of
the impact of VLOPs and VLOSEs’ algorithmic systems on specific
risks.

4.4.1 Main steps and best practices.

(1) Scope determination.Define the study’s scope by selecting
the digital service and algorithmic system to investigate,
focusing on a specific algorithmic-driven risk. Identify how
the algorithmic-risk is related to the systemic risks outlined
in the DSA.

(2) Research questions andhypotheses formulation.Clearly
define the research questions and hypotheses, ensuring they
are grounded in existing knowledge about both the technical
features of the algorithmic system and the social factors re-
lated to the risk under study. Explicitly state any assumptions
that underpin your study.

(3) Experimental design. Plan and design experiments to ef-
fectively measure the algorithmic-driven risk and test the
formulated hypotheses, in particular identifying the follow-
ing variables:
• Measured outcome (aka dependent variable). Determine
the most appropriate quantity to measure the risk un-
der investigation (e.g. for algorithmic-driven exposure to
harmful content one could measure the number of harmful
videos recommended to users).

• Treatment(s) (aka independent variable, intervention).
Identify the specific element under investigation for its
potential impact on the outcome (e.g. users’ time spent on
video).

• Confounding variables. Identify and control variables
that could correlate with both the input being manipulated
as well as the system’s behavior, potentially leading to mis-
leading conclusions. For example, when testing how user
time spent on video influences algorithmic-driven expo-
sure to harmful content, users’ interest and viewing habits

might be confounding variables, as they could influence
both watch time and recommendations.

• Baseline comparison and noise variables. Establish
control scenarios (e.g. different choice of internet browser)
to differentiate systematic behavior from random fluctua-
tions.

(4) Data collection.
• Define data to be collected. The relevancy of the data
depends on the experimental design (validate or reject the
initial hypothesis) and its variables, as well as the strategy
chosen to measure its outcome.

• Select data collection strategy (see §5).
(5) (if necessary) Ground truth labeling. assign labels or cate-

gories to collected data based on expert knowledge or veri-
fied sources.

(6) Data analysis.
• Choose metrics that can effectively measure the impact of
treatments on the identified risks.

• Use statistical tests or modeling to confirm/reject hypothe-
ses

• Perform eventual robustness check for assumptions made

4.4.2 Illustrative examples. The study by Jiang et al. [51] presents
a solid application of the risk-measuring audit study design. It in-
vestigates the potential for partisan bias in comment moderation on
YouTube by focusing on whether comments on politically diverse
videos are moderated differently, in line with the DSA’s concern
about freedom of expression (step 1). The study formulates research
questions and hypotheses on how political stance affects comment
moderation. It tests whether moderation differs between left- and
right-leaning videos and between extreme and center videos, con-
sidering both the system’s workings and relevant social factors
(step 2). In the experimental design, they define the key variables:
moderation status as measured outcome, political stance and mag-
nitude as treatments, and video engagement and hate speech as
confounding factors (step 3). Data is collected by scraping YouTube
comments (step 4) and relies on previous research for ground truth
labeling (step 5). The collected data is then analyzed to examine
moderation patterns (step 6). While the study does not specifically
address noise variables, it performs robustness checks to evalu-
ate assumptions about comment removal. Another example is the
study by Hussein et al. [48], which investigates the amplification of
misinformation on YouTube. The authors investigate how various
factors influence the amplification of conspiracy theories that could
have an impact on public health and civic discourse (step 1). The
study formulates its research questions and hypotheses on how
users’ watch histories affect the recommendation of misinforma-
tive videos (step 2). In the experimental design, they define the
treatment (watch history, age, gender...) and outcomes (number of
misinformative videos recommended) and other key variables. It
addresses noise variables like web browser and tracked cookies by
maintaining consistency across experimental conditions (step 3).
To collect data they deploy automated accounts to watch selected
popular videos with specific stances on misinformation (step 4).
Recommended videos were then analyzed based on human annota-
tions following predefined heuristics (step 5). For data analysis the
study applies non-parametric tests (step 6).
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4.4.3 Main areas of relevance to DSA obligations. Researchers can
use the risk-measuring design study to investigate in a structured
way algorithmic-driven systemic risks. The identified best prac-
tices of the risk-measuring study also offer a guide to third-party
auditors that want to test whether the digital services diligently
analyzed and assessed the systemic risks stemming from the design
and functioning of their algorithmic systems (Article 34), and to
assess whether the platform’s mitigation measures do effectively re-
duce such risks (Article 35). Finally, digital services can implement
risk-measuring studies with internal data collection strategies (e.g.
sampling or A/B testing) to conduct a diligent assessment of the
risks stemming from the design and functioning of their proprietary
algorithmic systems (Article 34 and 35).

5 STRATEGIES FOR COLLECTING DATA
The previous literature [6, 50, 97] identified the following six meth-
ods to collect data from digital services by researchers without
direct access to their internal systems: API, web scraping, crowd-
sourcing, surveys and interviews, sock-puppets, and carrier-puppets.
Each of these methods has its own strengths and limitations, and the
approach taken depends on the research question, the characteris-
tics of the digital service under analysis, and the available resources.
API (Application Programming Interface) is a standardized method
for accessing and manipulating data on remote servers or services.
Historically, APIs have been a crucial tool for researchers to ob-
tain data from digital services, but recent restrictions have limited
researchers’ access, citing concerns over user privacy and data
misuse [8, 88, 105]. However, even when APIs are available, the
digital service controls the information that is made available to
researchers [65, 66, 110]. For instance, APIs may not provide access
to data on user experience on a platform, or may only provide ag-
gregated data that does not allow for nuanced analysis of systemic
risks.

In contrast, other common techniques allow researchers to ob-
tain data from digital services in a more direct and unfiltered way.
For instance, web scraping is a method that involves extracting
the data from websites using software tools or scripts to parse the
website HTML page code. Such a methodology does not rely on the
digital service’s willingness to provide data as it gathers the publicly
available information displayed on the site. However, web scraping
has been historically limited by digital services’ Terms of Service
(ToS) [114] and require continuous monitoring for changes in the
page layout, which can be time-consuming and resource-intensive.
Alternatively, crowdsourcing and data donation are two related
approaches to collect data directly from real-world users who con-
sent to share their data. This can be facilitated through various
tools, such as browser extensions or automated scripts, that collect
information from users’ devices [98]. Users can also request their
personal data from online platforms and search engines, exercising
their rights under the EU GDPR [33], and then voluntarily donate
it [11, 12, 122]. This data collection approach offers the advantage
of gathering authentic, real-world data from a potentially large user
base. Nevertheless, it also presents several challenges as it may be
prone to sampling bias, requires robust data protection measures to
safeguard user privacy, and can be cumbersome due to the lack of

standardized user data access protocols [115]. Surveys and inter-
views provide a qualitative perspective on user experience, offering
rich and detailed insights into users’ perceptions, attitudes, and
behaviors. However, these methods may be limited by response
bias [38] (which occurs when participants’ responses are influenced
by their own biases, social desirability or other factors) and pro-
vide limited insight into the complex interactions between users,
algorithms, and digital service’s design.

Sock-puppets are virtual agents that mimic real users by inter-
acting with a digital service’s interface in a controlled and planned
way. By using sock-puppets, researchers can create a controlled
environment that isolates specific factors and test their influence
on algorithmic behavior. This approach allows for precise testing
as it can control and eliminate some of the noise associated with
real-world user behavior. There are two types of sock-puppets: auto-
mated and manual. Automated sock-puppets are digital agents that
mimic user behavior with varying degrees of sophistication, rang-
ing from simple pre-programmed scripts to advanced AI-driven
agents. Automated sock-puppets allows scalability, but their use
is often limited by the ToS and requires significant computational
resources [112]. In addition, accurately mimicking real users behav-
ior can be difficult when using this type of sock-puppet. In contrast,
manually operated sock-puppets offer more flexibility and adapt-
ability, but are often time-consuming and labor-intensive to operate,
and may still be limited by the researcher’s ability to simulate user
behavior. Finally, carrier-puppets, like sock-puppets, interact with
digital services to simulate real-world users interactions. However,
carrier-puppets have the potential to influence the end-user expe-
rience and may "carry" effects onto end-users [6]. This is because
carrier-puppets can be used to create and deploy actual content,
such as ads, that interact with the digital service’s algorithmic sys-
tems and its users [4], potentially influencing the user experience.
Most of the papers we analyzed in our narrative review adopt a
combination of the data collection strategies described.

However, it is important to note that all these well-known data
collection strategies are limited by digital services’ data sharing
policies and by the fact that they typically rely on indirect testing
methods, such as input-output probing [15]. To overcome some of
these limitations, the DSA grants a higher level of data access to
researchers to conduct research contributing to the detection, identi-
fication and understanding of systemic risks in the Union [63]. More
specifically, Article 40(4) of the DSA allows vetted researchers16 to
request access to non-public data of VLOPs and VLOSEs. In addi-
tion, Article 40(12) guarantees that independent researchers have
unimpeded access to publicly available data17.

TheDSA also introduces two other tools to enhance transparency
by providing alternative data sources. Firstly, Article 24(5) of the
DSA requires online platform providers to submit "statements of
reasons" for their content moderation decisions to the DSA Trans-
parency Database18. This repository allows oversight bodies and

16Vetted researchers will be been granted this status by the Digital Services Coordinator
(DSC) of establishment upon meeting the conditions set out in Article 40(8) od the
DSA
17At the time of writing, the Commission is drafting the Delegated Regulation on data
access provided for in the DSA to "further specify the conditions under which sharing of
data should take place and the purposes for which the data may be used and relevant
procedures".
18https://transparency.dsa.ec.europa.eu/
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researchers to track and analyze decisions in near real-time, facil-
itating the study of online content moderation. Secondly, Article
39 of the DSA mandates that providers of very large online plat-
forms and search engines compile and make publicly available a
repository containing information about the advertisements they
present.

6 DISCUSSION AND CONCLUDING REMARKS
In this paper, we presented a narrative review of audit study de-
signs suitable for investigating algorithmic-driven risks in digital
services. We identified four main categories of methodologies: risk-
uncovering, reverse engineering, interface design, and risk-measuring.
We also identified the main steps and best practices associated with
each approach. Furthermore, we linked each study design to its
potential role in the broader risk management framework of the
DSA, emphasizing how different actors in the algorithm auditing
ecosystem, namely researchers, digital services, and third-party
auditors, can use these methodologies. We have also provided an
overview of the different data collection strategies available for
researchers and third-party auditors, highlighting the limitations
and challenges of traditional methods and discussing the new tools
introduced by the DSA to increase transparency and oversight.

By focusing on algorithm auditing study designs rather than
methodologies to audit specific algorithms, the proposed taxon-
omy, and related best practices, is applicable to a wide range of
algorithmic systems used by digital services, including emerging
technologies such as generative AI.

One limitation of this work is that it is based solely on a litera-
ture review of publicly available algorithm auditing examples, and
therefore does not account for internal auditing conducted by the
Trust and Safety teams of digital services. However, with the trans-
parency provisions of the DSA, which require platforms to publish
their risk assessments, this gap may be addressed in the future,
potentially providing greater visibility into internal auditing prac-
tices. Finally, we acknowledge that our narrative review approach
is not as comprehensive as a systematic review or meta-analysis,
but we believe that our contribution provides a valuable foundation
for future research on auditing algorithmic-driven risks in digital
services.
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